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About this document

This document presents an extensive analysis of the paradigm shift towards artificial
intelligence (Al) agents in the enterprise environment, intended to provide leaders in medium
and large enterprises with a strategic guide to navigating governance, architecture, and value
in the agentic era.

The document is broken down into the following blocks:

Executive Summary: Provides a high-level overview of the Al agent revolution, market
opportunities, adoption data, and the strategic challenges it poses for companies, presenting
key conclusions to inform decision-making.

Enterprise Al Agents: Platforms vs. Protocols: Conducts a comparative analysis between
the two dominant philosophies for agent deployment: the open protocol approach (such as
the Model Context Protocol - MCP) and the integrated platform model (exemplified by
Dataiku), arguing for the superiority of the latter for the needs of large corporations.

Annex A. Theoretical Al Agents Fundamentals: Provides an exhaustive theoretical
foundation on the concepts of intelligent agents, their architectures, taxonomies, and the
fundamental technical and ethical challenges. This section serves as an academic reference
for a deep understanding of the subject.

Annex B. The Agentic Bloom: An Analysis of 2025's Explosive Market Growth:
Documents the unprecedented acceleration in the adoption of Al agents during 2025. It
analyzes the catalysts for this growth, such as protocol standardization and the launch of
enterprise-scale platforms by major cloud providers.
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Executive Summary

1.1 The Al Agent Revolution: A $100 Billion Market Opportunity

The enterprise Al landscape is experiencing a seismic shift. For leaders in medium and large
enterprises, the emergence of Al Agents represents a strategic inflection point. The
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technology is no longer a distant vision; it is a present-day force capable of acting
autonomously to execute complex, multi-step business processes.

This is not just another software update. It is a new, digital workforce with the potential to
redefine operational efficiency, but also to introduce systemic risk on an unprecedented scale.
The evidence for this revolution is concrete and quantifiable:

o Market Growth: Industry analysts project the global Al agent market will grow
significantly, with some forecasts estimating it could expand from approximately $7
billion in 2025 to a range of $47-$103 billion by 2032. This represents a potential
compound annual growth rate (CAGR) of around 45%.

« Enterprise Adoption: The adoption of Al in general is accelerating. Forecasts suggest
that 85% of mid-size and large companies are expected to be using or planning to use
some form of Al by the end of 2025. While universal adoption figures for true Al agents
are still emerging, their implementation is being led by industry pioneers who are
deploying them for core business processes.

e« Proven ROIl: Reports from early adopters highlight significant returns. Published
figures indicate productivity gains for knowledge workers between 14-33%.
Furthermore, some reports suggest that a high percentage of companies, potentially
up to 70%, recover their Al agent investments in less than 12 months.

This is not merely a trend reflected in forecasts; it is a tangible movement led by industry
leaders who are deploying Al agents for mission-critical operations.
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1.2 Concrete Real-World Impact: Widespread Enterprise
Adoption

Concrete deployments across every major industry validate the technology's transformative
value.

« BMW Group (Manufacturing, 2024): Deploys its "Alconic" multi-agent system to over
1,800 purchasing employees to accelerate supplier analysis and decision-making.
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o Airbus (Aerospace, 2023): Pilots a shop-floor chatbot to provide technicians with
instant answers to complex assembly instruction queries.

« C.H. Robinson (Logistics, 2025): Its fleet of 30+ Al agents autonomously executes
over 3 million shipping tasks, saving more than 300 manual work hours daily.

« Walmart (Retail, 2024): Rolls out its "My Assistant" tool to 2.3 million associates and
saves 4 million developer hours with Al coding agents.

o Target (Retail, 2025): Utilizes a GenAl agent to monitor social media and rapidly
adjust online merchandising to capitalize on real-time consumer trends.

e Morgan Stanley (Financial Services, 2024): Launches its "AskResearchGPT"
assistant firm-wide to synthesize insights from over 70,000 proprietary research
reports.

o Cigna Healthcare (Insurance, 2025): Launches a virtual assistant for its 17 million
members, with over 80% of users finding it useful.

e Independence Blue Cross (IBX) (Insurance, 2025): Pilots a GenAl co-pilot for
customer service reps, with 90% of agents in the pilot reporting enthusiasm for the
tool.

e SKTelecom (Telecommunications, 2024): Introduces an Al-powered system into its
call centers for knowledge search, document processing, and call summarization.

e Bouygues Telecom (Telecommunications, 2025): Launches "Be360+", an Al-
augmented console for its 6,000 customer service advisors to guide next-best actions.

« United Airlines (Transportation, 2024): Increases customized passenger updates
sevenfold during flight disruptions using a GenAl messaging agent.
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« BP (Energy, 2024): Begins a large-scale rollout of Microsoft's Copilot assistant to its
global workforce to augment knowledge workers in drafting reports and analyzing data.

e« U.S. Food and Drug Administration (FDA) (Healthcare, 2025): Deploys Al tools
agency-wide to accelerate the drug review process by automating documentation
tasks.

« Stanford Health Care (Healthcare, 2024): Pilots an Al medical scribe that reduces
physician documentation time by over 50% by generating draft clinical notes.
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1.3 The Critical Strategic Challenge: Al Agents Will Transform
Every Corner of the Enterprise

The true magnitude of the Al agent revolution extends far beyond isolated use cases. Al
agents will permeate every function of the modern enterprise from sales and marketing
to finance, HR, operations, customer service, and beyond. This ubiquity creates
unprecedented challenges:

e Massive Democratization Need: Thousands of employees across all departments will need
to create and deploy agents, not just IT specialists.

+ Governance at Scale: With autonomous agents making decisions in every business function,
centralized control and oversight become mission-critical.

e Architectural Coherence: Without a unified platform, each department risks creating its own
incompatible "Al silo," leading to integration nightmares.

e Prevention of Chaos: The risk of ungoverned "shadow Al" multiplies exponentially when
every employee can potentially create autonomous systems This reality fundamentally
changes the strategic calculus. Organizations need more than just tools to build agents.
They need a comprehensive platform that can democratize development while
maintaining enterprise-grade governance and coherence.

The Al Platform is the Strategy
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1.4 The Imperative for Action

The evidence is clear: Al agents are not a future possibility but a present reality driving
competitive advantage. Organizations that fail to adopt agent technology risk being left behind
as competitors achieve:

o 126% faster task completion for developers using Al agents.

50% reduction in operational metrics (e.g., Kroger's checkout wait times).

80% reduction in customer service resolution time (Klarna).

4 million developer hours saved through Al automation (Walmart).

The strategic question is no longer "if" but "how" to implement Al agents at enterprise
scale.

For medium to large organizations, the choice of platform will determine whether Al agents
become a source of competitive advantage or operational chaos. Dataiku's unified, governed,
and democratized approach provides the foundation for transforming Al agents from
experimental tools into a coherent digital workforce.

The window for competitive advantage is closing rapidly. Organizations must act now
with a platform strategy that can scale to thousands of users and agents, or risk being
disrupted by more strategically prepared competitors.

This reality creates a critical architectural decision for every enterprise. This document will
first provide a detailed analysis of the two dominant philosophies for agent deployment: the
open protocol approach versus the integrated corporative platform model, and It will then
demonstrate why a comprehensive, governed platform like provides a superior, enterprise-
grade solution to these challenges, concluding with strategic recommendations for navigating
the agentic era for mid-size and big companies.
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1.5 Executive Conclusion: The Strategic Imperative for a

Governed Agentic Future

This comprehensive analysis has traced the journey of Al agents from theoretical constructs
to enterprise-critical systems, revealing a technology landscape in fundamental
transformation. The synthesis of findings, from platform architectures to explosive market
adoption, points to an inescapable conclusion:

The age of agentic Al has definitively arrived, and with it, an urgent imperative for a
robust, governed platform to manage autonomous systems at enterprise scale.

The evidence is overwhelming. Market projections show explosive growth, with estimates
ranging from $47 to $103 billion by 2032, driven by a compound annual growth rate of around
45%. This is not speculative enthusiasm but a reflection of tangible value being created today.
From BMW Group's procurement agents accelerating supplier analysis to C.H. Robinson's
fleet automating over 3 million shipping tasks, Al agents are no longer experimental curiosities
but operational necessities driving quantifiable ROI.

This new reality presents leaders in medium and large enterprises with a fundamental
architectural decision. The choice is not merely between tools, but between two philosophies:

1. The Open Protocol Approach: Embracing standards like the Model Context Protocol
(MCP) to build a flexible, best-of-breed stack from a marketplace of heterogeneous
components. This path offers maximum interoperability but places the significant
burden of designing, building, and maintaining a complex governance, security, and
observability layer squarely on the enterprise.

2. The Integrated Platform Approach: Adopting a unified, all-in-one ecosystem that
provides a centrally governed environment for building and managing agents at scale.
For mid-size and big organizations that view Al agents as a transformative force, the
integrated platform model emerges as the superior strategic choice. While open
protocols solve for connectivity, the integrated platforms address the much more
complex enterprise challenges of control, democratization, and coherence.
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1.6 The Platform selection

For organizations navigating this critical decision, Dataiku distinguishes itself through several

fundamental advantages that directly address enterprise concerns. As will become evident

throughout this document, Dataiku is 100% oriented toward satisfying the specific needs of

medium and large corporations, a focus that permeates every aspect of its architecture,

governance model, and feature set.

1.

Cloud-Agnostic Architecture: Unlike platforms that lock organizations into specific
cloud providers, Dataiku operates seamlessly across AWS, Azure, Google Cloud, or
any combination thereof. This vendor neutrality is crucial for enterprises with multi-
cloud strategies or those seeking to avoid the strategic risk of single-vendor
dependence. Organizations retain full flexibility to optimize costs, leverage existing
cloud investments, or migrate between providers as business needs evolve.

Customer-Controlled Deployment: Dataiku uniquely empowers organizations to
deploy where their data governance, regulatory requirements, and strategic
preferences dictate. Whether on-premise for maximum security control, in a private
cloud for balanced flexibility, or in public cloud environments for scale—the choice
remains entirely with the enterprise. This deployment flexibility is particularly critical for
regulated industries (financial services, healthcare, government) where data
sovereignty and compliance requirements often mandate specific infrastructure
choices.

Proven Enterprise Maturity: With over a decade of experience serving Fortune 500
companies, Dataiku has evolved from a data science platform to a comprehensive Al
orchestration system. This maturity manifests in robust features that enterprises
require but startups often overlook: granular role-based access controls, enterprise
authentication integration, comprehensive audit trails, and the ability to handle the
complex organizational hierarchies of large corporations.

Unified Governance Without Silos: While competitors often bolt governance onto
existing tools as an afterthought, Dataiku architected governance into its core from
inception. This means a single pane of glass for managing all Al assets—from
traditional ML models to cutting-edge agents—eliminating the governance gaps that
emerge when organizations use disparate tools for different Al workloads.
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5. Total Cost of Ownership (TCO) Advantage: By providing an integrated platform
rather than requiring enterprises to stitch together multiple point solutions, Dataiku
significantly reduces the hidden costs of Al implementation: integration complexity,
security surface area, vendor management overhead, and the need for specialized
expertise in multiple tools. The platform approach transforms what would be a complex
multi-vendor integration project into a streamlined deployment.

6. Enterprise-First Design Philosophy: Unlike solutions that begin as developer tools
and attempt to add enterprise features later, Dataiku's architecture from day one has
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been designed for the realities of large-scale corporate deployment: thousands of
users, complex approval workflows, stringent compliance requirements, and the need
to democratize Al beyond just technical teams. This enterprise-first approach is not a
marketing claim but a fundamental architectural reality that shapes every product
decision.

7. Enterprise-Grade Governance by Design: Dataiku’s LLM Mesh acts as a proprietary
control plane, providing the built-in governance that open protocols lack. Critical
functions like security screening (Safe Guard), Pll redaction, cost management (Cost
Guard), and quality assurance (Quality Guard) are not afterthoughts but core features,
enabling safe deployment at scale.

8. Democratization at Scale: True transformation occurs when every part of the
organization can innovate. Dataiku’s dual-track system—empowering business users
with no-code Visual Agents and expert developers with full-code environments—is a
unique differentiator that prevents Al from becoming an IT bottleneck and fosters
enterprise-wide participation.

9. Future-Proof Orchestration: Dataiku demonstrates profound strategic foresight by
addressing the inevitable challenge of "agent sprawl!". As enterprises scale from one
agent to a fleet, Agent Connect provides the intelligent orchestration hub needed to
manage this new digital workforce, preventing the chaos of disconnected Al silos.

Crucially, adopting Dataiku is not a rejection of the open ecosystem. The platform’s
extensibility through custom Python tools enables a powerful hybrid model. Dataiku can
serve as the governed command center for an enterprise's entire Al landscape, securely
interacting with external MCP servers or other open APIs when required.
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This approach delivers the best of both worlds: the robust governance and ease of use of an
integrated platform, combined with the flexibility to connect to a dynamic open marketplace
of tools. In the agentic era, the platform is the strategy. The organizations that thrive will be
those that can build, deploy, and govern their new digital workforce within a unified, secure,
and flexible framework.

The choice is between assembling a complex stack and managing the associated TCO and
risk, or adopting a comprehensive platform that provides a direct path to scaling Al initiatives
safely and efficiently. For enterprise leaders ready to act decisively, Dataiku provides the

-
®
S
S
>
(0p)]
o)
=
5
)
)
X
L

proven, industrial-grade foundation to turn the promise of autonomous Al into a scalable and
governed reality
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2 Enterprise Al Agents: Platforms vs.
Protocols

2.1 Introduction

Organizations are no longer satisfied with systems that simply answer questions; they now
demand systems capable of executing complex, multi-step tasks in very big complex
organizations and business ecosystems. These "Al Agents" are designed to review receipts,
check policies, flag issues, route approvals, update systems, and send notifications—all
autonomously.

As a result, these systems are becoming increasingly integral to enterprise operations and
innovation, marking a paradigm shift in automation and operational efficiency. However, the
power of Al agents comes with inherent complexity in mid and big companies.

Building, deploying, and managing these systems at scale requires a robust underlying
architecture for orchestration, governance, and the secure use of tools. Without a solid
framework, companies risk developing clumsy architectures where agents operate without
proper IT control, leading to a proliferation of ungovernable, insecure, and costly systems.

In this context, it's needed start by a comprehensive platform explicitly designed to enable
companies to create and control Al agents at scale, providing a cohesive ecosystem to
manage the entire agentic lifecycle.

This report delves into Dataiku's architecture, breaking down its key components to reveal
how it addresses the challenges of enterprise-grade agentic Al.
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2.2 The Enterprise Al Agent Framework of Dataiku

Dataiku has built a comprehensive, end-to-end ecosystem for the development and
management of Al agents. An analysis of its architecture reveals a deliberate design to
provide a centrally governed and highly controlled environment. Each component, from the
LLM Mesh to the agent tools and user interfaces, contributes to a cohesive platform that
addresses the technical and governance challenges of implementing agentic Al at an
enterprise scale.

2.2.1 The Agentic Paradigm in Dataiku: From Chatbots to Autonomous
Systems

In Dataiku's philosophy, there is a fundamental distinction between a simple chatbot and a
true Al Agent. While a chatbot might be limited to answering a question, an agent is an LLM-
powered system designed to achieve objectives across multiple steps.

The primary function of an agent is to act as a central brain that leverages 'tools' to do its
work. This paradigm goes beyond mere text generation to encompass the ability to interact
with data, perform actions, and automate complex processes. The platform is designed to
support a comprehensive vision of agentic applications, recognizing two main modalities:

- Back-end Al Agents: which act as hidden workhorses for process automation-
- Front-end Al Agents: which function as interactive partners for user assistance.

This duality demonstrates that Dataiku's vision covers the full spectrum of enterprise use
cases, from optimizing internal workflows to enhancing customer interactions.

Not only by practicing but by reading its documentation and use case examples, it's easy to
see that Dataiku's agent philosophy is fundamentally process-centric, not just conversational.
The recurring examples do not focus on trivial conversations but on the automation of
concrete business processes: retrieving information from internal documentation to reduce
the burden on subject matter experts, automatically creating support tickets in systems like
Airtable or ServiceNow, searching through past customer emails, or querying the latest
support tickets in a database.
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This orientation towards the integration and automation of existing business processes
indicates that Dataiku's primary vision for agents is as a new layer of intelligent business
automation. The platform is not simply designed to build conversations, but to build Al-driven
business processes. This perspective has significant implications for how an organization
should identify use cases, encouraging it to focus on automating entire workflows rather than

simple information retrieval.

2.2.2 The Architectural Core: Dataiku's LLM Mesh as a Unified Control
Plane

At the heart of all of Dataiku's generative and agentic Al capabilities lies the LLM Mesh. This
component is much more than a simple set of connectors; it is the foundational management
and governance layer, described as the common backbone for Enterprise Generative Al
Applications. Its primary purpose is to act as an "abstraction layer" that decouples applications
from the underlying LLM services, providing crucial flexibility and control.

The architecture of the LLM Mesh is based on three key principles.

- First, it provides a secure and standardized gateway to access LLM services,
eliminating hard-coded dependencies.

- Second, it offers federated services for control and analysis, addressing critical areas
such as cost, quality, and performance.

- Third, it facilitates centralized discovery and documentation of all components, creating
an orderly and transparent environment.

The specific control features are extensive and designed to meet the rigorous demands of
enterprises. They include a secure API gateway, cost monitoring per query, full auditing of
requests and responses, and performance monitoring. Additionally, the LLM Mesh integrates
advanced protection services: Dataiku Safe Guard for the detection and redaction of
personally identifiable information (PIl) and inappropriate content, and Dataiku Quality Guard
for the standardized evaluation of LLM response quality.

The LLM Mesh is, in effect, a proprietary control plane designed to preemptively solve the
governance challenges that slow down Al adoption in corporate environments. The built-in
features—centralized access control, cost management, Pll screening, audit logs, and quality
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checks—are precisely the functions that IT, security, legal, and compliance departments
demand before approving any new technology.

The Mesh enables model validation from a legal perspective and accelerates regulatory
compliance. By building this robust control plane as a foundation, Dataiku offers not just a
technical architecture, but a business solution to the main non-technical barriers to generative
Al adoption: risk, cost, and lack of control.

This approach transforms the chaotic "LLM mess" into a governed "LLM Mesh," positioning
Dataiku as a safe and reliable choice for large enterprises, where the governance framework
is an intrinsic feature, not an afterthought.

2.2.3 The Building Blocks of Action: A Deep Dive into Agent Tools

An agent's ability to act in the real world depends on its "Tools".

In the Dataiku framework, tools are functional components that allow an agent to perform
tasks that go beyond text generation, such as retrieving documents from Knowledge Banks,
searching records in datasets, or performing web searches. They are the effectors that
connect the LLM "brain" to enterprise systems and data.

Dataiku provides a rich ecosystem of managed, pre-built tools that are secure, auditable, and
often visually configurable. This includes tools for searching Knowledge Banks, looking up
datasets (Dataset Lookup), answering questions about SQL (SQL Question Answering), and
direct integrations with enterprise systems like Salesforce and Jira. This library of ready-to-
use tools dramatically accelerates development, as agent builders can focus on business
logic rather than the plumbing of integrations.

Beyond the pre-built tools, the platform is highly extensible. Developers can write their own
custom tools in Python through Dataiku's plugin system. Once a developer creates a new
custom tool, it becomes available on the platform as a no-code component for other users.
This promotes massive reuse and scalability within the organization.

Furthermore, to ensure compatibility with the open-source ecosystem, Dataiku tools can be
invoked via a native API or easily converted into LangChain Structured Tools, allowing for
immediate use within code logic that uses popular frameworks like LangChain.
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This tool architecture creates a "virtuous cycle" of capability enhancement within the
enterprise. The process begins when a developer creates a custom tool to connect to a
specific internal API, for example, an inventory management system. Once published on the
platform, this tool, which encapsulates complex technical logic, becomes accessible to a
business user using the no-code Visual Agent builder.

This non-technical user can now incorporate this powerful capability into a new agent without
writing a single line of code, dramatically amplifying the return on investment of the original
development effort. As more developers contribute more tools to the central repository, the
collective capability of all agent builders on the platform, both technical and non-technical,
grows exponentially.

This model fosters a culture of collaboration, breaks down silos between technical and
business teams, and ensures that development effort becomes a shared and reusable
enterprise asset.

2.2.4 Development and Orchestration Models: Visual Agents vs. Code
Agents

Recognizing that Al creation is not the exclusive domain of developers, Dataiku strategically
offers two main modalities for building agents, each tailored to a different user profile but built
on the same governed foundation.

Visual Agents (No-Code): This modality is designed for business users and analysts to
create agents without needing to write code. The process is declarative: the user selects a
tool-calling capable LLM (such as Anthropic Claude, Vertex Gemini, or OpenAl models) and
chooses from a list of predefined and custom tools that the agent will be permitted to use.

The orchestration is handled autonomously by the platform. The Visual Agent chooses on its
own which tools to leverage based on the description of the available tools, automatically calls
them, and synthesizes the responses. This democratizes agent creation, allowing those
closest to the business problems to build solutions directly.

Code Agents (Full-Code): For developers and data scientists who require full control, Code
Agents offer a "fully controllable and customizable" environment. The builder implements a
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Python class, BaseLLM, where all the agent's logic is defined. This approach provides
unlimited flexibility.

Developers can implement complex workflows, sophisticated conditional logic, and leverage
Dataiku's deep integrations with LangChain and LangGraph, as well as access the full suite
of managed tools on the platform to maximize productivity. Furthermore, this dual-track model
extends beyond individual user profiles to address a core challenge of large, federated
enterprises: maintaining organizational coherence while empowering local innovation.

In a multinational corporation, each subsidiary, business unit, or department needs the
autonomy to build Al agents that solve their specific local problems. Dataiku's platform
provides this autonomy through its accessible tools. However, because all development,
regardless of where it occurs, is built upon the same centralized LLM Mesh, tool repository,
and governance framework, the parent organization ensures consistency, prevents the
creation of disconnected information silos, and avoids unsustainable, one-off
implementations.

This approach fosters a connected and coherent Al strategy across the entire enterprise,
making it possible to scale best practices and share solutions seamlessly between different
business units.

2.2.5 User Interaction and Multi-Agent Orchestration: Dataiku Answers
and Agent Connect

Once an agent is built, it must be deployed and put into the hands of end-users. Dataiku
provides sophisticated solutions for this last mile, making a critical distinction between a
single-purpose chat interface and a multi-agent orchestration hub.

- Dataiku Answers: Answers is the primary solution for deploying a single agent or a
RAG (Retrieval-Augmented Generation) application. It is described as a "code-free,
ready-to-use chat frontend" and a "“full-featured chat user interface for creating
chatbots based on your internal knowledge and data." It provides a polished and
secure chat front-end for users to interact with a specific agent.

- Agent Connect: As organizations scale their Al initiatives, they face a new problem:
"agent sprawl.With dozens of specialized agents, users don't know which one to turn
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to for a specific task. Agent Connect is Dataiku's solution to this challenge. It is an
"advanced multi-agent chat interface that functions as a single conversational entry
point for all of the company's generative Al services.

It is critically important to understand that Agent Connect is not an agent itself, but an agent
router. When a user submits a query, Agent Connect analyzes it and "routes the user requests
towards the relevant generative Al services, which can be Dataiku Agents or Answers
instances. This intelligent router handles permissions and can even orchestrate task handoffs
from one agent to another based on context or user role.

The result is a seamless user experience where they don't need to know which agent does
what; they just ask, and the system finds the right answer. Agent Connect represents
Dataiku's proactive solution to a second-generation enterprise Al problem: managing a fleet
of specialized agents.

The first wave of enterprise generative Al focuses on building individual agents for specific
tasks (an HR policy agent, a sales support agent). This inevitably leads to the "agent sprawl!"
problem, where the user experience is degraded by confusion and duplicated effort. Agent
Connect is designed to solve this emerging second-wave problem, acting as a super-
orchestrator or a switchboard for the company's entire agent ecosystem.

This capability demonstrates significant architectural maturity. Dataiku is not just thinking
about how to build one agent, but how a company will manage dozens or hundreds of them.
This elevates Dataiku from an agent-building platform to an enterprise-scale agent
management platform, a crucial infrastructure component for any organization serious about
deploying agentic Al at scale.

2.2.6 Enterprise-Grade Governance and Observability

Dataiku weaves governance and observability into the entire fabric of its platform, recognizing
that agentic systems, due to their complex and non-deterministic nature, require rigorous
control and oversight. Governance is comprehensive and unified. Agents are managed
alongside other models and data assets in Dataiku, allowing for a holistic approach to risk
and compliance.
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The platform includes an "Agent Registry" for strategic oversight, business value assessment,
and risk scoring of agentic use cases. Furthermore, it implements formal "Sign-off" workflows
to ensure no agent reaches production without proper review and validation. Observability is
equally critical. Since agents can behave in unexpected ways, Dataiku provides the "Trace
Explorer," a "complete visual system to debug Al agents."

This tool offers deep visibility into an agent's reasoning chain, allowing developers to track
every step: the initial prompt, the tool calls, the inputs and outputs of each tool, and the final
synthesis. This traceability is indispensable for diagnosing and correcting anomalous
behavior.

Finally, performance and quality are continuously monitored through "Quality Guard," which
uses techniques like LLM-as-a-judge and evaluation datasets, while cost is rigorously
controlled via "Cost Guard," which tracks usage and enables internal chargebacks. Dataiku's
approach to agent governance is to apply the traditional, proven principles of MLOps to the
new world of LLM-based systems.

Robust MLOps practices for traditional machine learning include model registries, version
control, performance monitoring, drift detection, and formal deployment workflows. The
features Dataiku offers, the Agent Registry, Sign-offs, Trace Explorer, and Quality Guard, are
direct analogs of these MLOps concepts, intelligently adapted for agentic systems. In this
way, Dataiku leverages its deep expertise in governing traditional ML models and applies the
same rigor to the more dynamic world of generative Al.

This approach provides a familiar and reliable governance paradigm for enterprises that have
already invested in MLOps practices, reducing the perceived risk of agentic Al by framing its

management within a well-understood operational discipline.

2.3 Defining the Model Context Protocol (MCP)

In parallel with the development of integrated platforms like Dataiku, a fundamentally different
approach to solving the integration problem in agentic Al has emerged: the Model Context
Protocol (MCP). To directly address the user's question about what MCP is, this section
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serves as a technical primer, establishing it as an open standard focused on interoperability,
in direct contrast to the closed-ecosystem model.

2.3.1 Explaining MCP: An Open Protocol for Agentic Communication

The Model Context Protocol (MCP) is an open standard and an open protocol initiated by the
Al research and safety company, Anthropic. Its primary goal is to standardize how
applications supply contextual information to large language models (LLMs).

The most commonly used analogy to describe its function is that of a USB-C port for Al
applications. Just as USB-C provides a uniform interface for connecting various devices and
peripherals, MCP aims to offer a standardized method for connecting Al models with a wide
range of external tools and data sources.

It is crucial to understand that MCP is not a framework (software that calls your code) nor a
library (software that your code can call). Itis, at its core, a protocol that defines a set of rules
for how different parts of an agentic system communicate. Technically, it is described as a
"flavor of REST," indicating that it is built on well-established web architecture principles.

The primary goal of MCP is to combat fragmentation and vendor lock-in at the protocol level.
In the absence of a standard, each connection between an Al agent and a tool is a custom,
point-to-point integration. This creates what is known as an MxN integration problem, where
M applications must build N custom integrations—an inefficient, brittle, and costly scenario.
This model also leads to strong vendor lock-in; if an agent is built to use the proprietary API
of Tool A, switching to Tool B requires a significant rewrite.

MCP proposes a standard communication layer to solve this. Tool builders create MCP
servers and agent builders create MCP clients. This transforms the intractable MxN
integration problem into a much more manageable M+N problem. The strategic purpose of
MCP is therefore to commoditize the connection layer, fostering a more open and competitive
ecosystem where agents and tools can be swapped with minimal friction, directly challenging
the integrated platform model.
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2.3.2 The Architectural Model of MCP: The Control Plane and the Tools
Plane

The conceptual architecture underlying MCP is commonly divided into two logical planes: the
control plane and the tools plane. The control plane is the reasoning component, typically the
LLM or the central agent that orchestrates the task. The tools plane consists of all the external
services, databases, and APIs that the agent might need to gather information or perform
actions.

MCP is the protocol that standardizes the communication between these two planes. The
practical architectural model of MCP consists of three main components:

- MCP Hosts: These are the applications that need to access external tools, such as an
Al agent or a smart IDE.

- MCP Servers: These are lightweight servers that expose a specific functionality (a tool
or a data source) via the MCP protocol.

- MCP Clients: These are the components that manage the connection between the
Host and one or more MCP Servers.

A distinguishing feature of MCP is how it addresses governance. Rather than relying on a
centralized gateway, MCP is designed to package each model call with detailed contextual
metadata, including data lineage, policy rules, and provenance.

This means that governance is built into the communication itself. This approach represents
a fundamental philosophical difference in architectural design compared to a system like
Dataiku's. Dataiku's LLM Mesh centralizes governance services (cost, security, quality) in a
gateway through which all traffic must pass. It is a "hub-and-spoke" governance model. In
contrast, MCP promotes a federated and decentralized model.

By standardizing the format to include governance information within the data packet of each
call itself, the governance context travels with the request. This allows any compliant
component in the ecosystem to understand and enforce the rules, rather than relying on a
central gatekeeper. Governance becomes portable and inherent to the communication
protocol.
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2.3.3 Strategic Implications of a Protocol-Based Approach:
Interoperability and Reuse

The primary strategic advantage of adopting a protocol-based approach like MCP is
interoperability. It allows teams within an organization to reuse tools written in different
programming languages and running on disparate environments, in the same way that
modern microservices communicate via standardized APIs like REST.

This interoperability has the potential to foster a vibrant ecosystem of open-source tool
repositories, enabling an unprecedented scale of agent capability sharing and reuse. For
enterprises, this translates into greater flexibility and agility. The ability to switch Al models,
LLM providers, or external tools without complex reconfiguration or code rewrites is a
significant strategic advantage.

It reduces the risk of technology lock-in and allows organizations to adopt best-in-class
technologies as they emerge. Adopting MCP is, in essence, a strategic bet on the power of
an open ecosystem over a closed, integrated one. An organization choosing the MCP path is
not buying a single, all-in-one solution. Instead, it is committing to an architectural pattern.

This pattern offers immense flexibility and hedges against dependency on a single vendor's
roadmap or pricing structure. However, this freedom comes at a cost: it places a greater
burden on the organization to select, integrate, manage, and govern a heterogeneous
collection of best-of-breed components. Flexibility is gained in exchange for the simplicity,
cohesion, and unified support of an integrated platform.

The choice between a platform like Dataiku and a protocol-based approach like MCP is
therefore a fundamental strategic decision about risk, flexibility, and internal capability. It is a
trade-off between the managed safety of a "walled garden" and the dynamic potential and
responsibility of an "open marketplace."
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2.4 Comparative Analysis: Dataiku's LLM Mesh vs. The Model
Context Protocol

This central section of the report synthesizes the analyses from the preceding sections to
directly address the fundamental question of the relationship between the Dataiku platform
and the MCP protocol.

While both seek to solve similar problems of orchestration and governance in agentic Al, they
represent opposing architectural philosophies. The direct comparison reveals that Dataiku’s
LLM Mesh functions as a proprietary control plane, offering an integrated alternative to MCP’s
open-standard approach.

2.4.1 Parallel Functions: The LLM Mesh as a de facto Proprietary Control
Plane

Although Dataiku does not use the MCP protocol, its LLM Mesh functionally performs the role
of a control plane, as defined in the MCP literature. The LLM Mesh provides a secure gateway
that acts as the single point of entry to all LLM services, standardizing access and control. It
manages and routes requests between applications (the agents) and the underlying services
(the LLMs and tools).

Critically, it federates services for control and analysis, applying policies for security (PII
screening with Safe Guard), quality (evaluation with Quality Guard), and cost (tracking with
Cost Guard).

These are precisely the functions that define a "control plane" in the agentic paradigm: a
governed intermediary between the agent's brain and its tools. Furthermore, Dataiku's Agent
Connect component can be seen as a higher-level orchestration layer that operates within
this control plane. Its ability to route a user query to the most appropriate agent or even to
coordinate collaboration between multiple agents is an advanced form of orchestration that
goes beyond simple tool-calling.

While this "agent router" functionality is not explicitly defined in the core MCP protocal, it is
the type of value-added service that could be built on top of an MCP-based ecosystem.
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Therefore, it can be concluded that the LLM Mesh is Dataiku's proprietary implementation of

a control plane for agentic Al. It achieves the same goals of managed, secure access to tools

and LLMs that MCP aims to achieve, but it does so through an integrated, cohesive product

rather than an open, vendor-agnostic protocol.

2.5 Dataiku vs MCP

Our comprehensive analysis reveals two fundamentally different approaches to enterprise Al

agent implementation:

2.5.1 Dataiku: The Integrated Enterprise Platform

e Philosophy: Unified, governed ecosystem with centralized control focused on satisfy mid-size

and large companies.

e Corelnnovation: LLM Mesh acts as a proprietary control plane, providing built-in governance,

security, and cost management

e Key Advantages:

o

Pre-integrated governance framework (Safe Guard, Quality Guard, Cost Guard)

Dual-track development supporting both technical developers (Code Agents) and
business users (Visual Agents)

Agent Connect for managing multiple agents at scale

Enterprise-grade features: Agent Registry, formal Sign-off workflows, comprehensive
observability

Organizational Coherence at Scale: Provides a unified, interconnected platform that
allows different business units and departments to develop solutions independently
while ensuring consistency, preventing data silos, and enabling sustainable, long-term
integration across the enterprise.

« Key Disadvantages / Strategic Trade-offs:
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o Higher Initial Commitment: Adopting an integrated platform implies a greater
strategic commitment to a single vendor's ecosystem compared to a protocol-based
approach, which allows for more incremental adoption of individual tools.

o Potential for Perceived Vendor Lock-in: The significant value derived from the tight
integration of Dataiku's components can create a higher barrier to replacing the core
platform, although this is mitigated by its robust extensibility features.

o Pace of Innovation Tied to a Single Roadmap: While the platform is comprehensive,
the integration of new, cutting-edge third-party models or niche open-source tools is
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dependent on the platform's official development and release cycle, which may not
match the breakneck speed of the broader open-source community.

2.5.2 MCP: The Open Protocol Standard

e Philosophy: Decentralized, interoperable ecosystem.

e Core Innovation: Standardized communication protocol (the "USB-C for Al") solving the M?N
integration problem.

¢ Key Advantages:
o Broad ecosystem support (Anthropic, Atlassian, Square, Cloudflare, etc.)
o Flexibility to mix best-of-breed components.
o Lower barriers to tool integration.

« Key Disadvantages / Strategic Trade-offs:

o Governance is an Unsolved Problem: The protocol provides no built-in solution for
enterprise-critical needs like security, access control, cost management, or auditing.
The enterprise is fully responsible for designing, building, integrating, and maintaining
its own complex and costly governance layer.

o Higher Total Cost of Ownership (TCO): While individual tool integration may seem
cheaper initially, managing a heterogeneous stack of disparate components
significantly increases the complexity and cost of system-wide maintenance,
monitoring, support, and security over the long term.

o Lacks Democratization Tools for Business Users: As a developer-centric protocol,
MCP offers no native solution for enabling non-technical business users to build,
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manage, or even safely utilize agents. This creates a significant barrier to achieving
true enterprise-wide adoption and innovation beyond the IT department.

2.5.3 Is Dataiku an MCP Implementation?

The definitive answer, based on the available evidence, is no. Dataiku is not an
implementation of the Model Context Protocol. The research contains no mention of Dataiku
adopting, supporting, or integrating with the MCP standard.

The reason for this is fundamental: Dataiku offers a functionally equivalent but philosophically
opposite solution. Itis a vertically integrated, proprietary platform, whose value is derived from
the tight cohesion and centralized governance of its components.

Conversely, MCP is a horizontal, open protocol, explicitly designed to foster interoperability
between the products of different vendors. They are alternative solutions to the same set of
enterprise problems. Where Dataiku solves complexity through unification and control within
a single ecosystem, MCP seeks to solve it through standardization and interoperability across
a diverse ecosystem.

The following table summarizes the key differences in their approach and philosophy,
providing a clear framework for strategic decision-making.

Feature / | Dataiku LLM Mesh Model Context Protocol (MCP)

Criterion

Primary Integrated, all-in-one platform. Open, interoperable communication protocol.
Approach

Interoperability | Deep integration within the Dataiku | Broad interoperability between heterogeneous,

Focus ecosystem. multi-vendor systems.
Governance Centralized services (Safe Guard, Cost | Portable rules and provenance embedded in
Model Guard) within a proprietary gateway. the protocaol itself.

Implementation | A specific, productized feature of the | An open standard with multiple potential
Dataiku platform. client/server implementations (Python,
TypeScript, etc.).
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Vendor Lock-in | High by design; value comes from the | Low by design; promotes swapping of

tight integration of the ecosystem. components.
Ease of | Lower barrier to entry for existing | Requires a conscious architectural decision to
Adoption Dataiku customers (it's built-in). adopt a new standard across multiple

teams/tools.

Target Problem | Solving enterprise Al complexity @ Solving enterprise Al complexity through
through unification and control. standardization and interoperability.

2.6 The Hybrid Model: Integrating Dataiku Agents with MCP
Servers

One of the most strategic capabilities of the Dataiku platform for large enterprises is its
extensibility. Far from being a closed ecosystem, Dataiku is designed to act as a governed
command center that can securely interact with open standards like the Model Context
Protocol (MCP).

This hybrid model represents the most pragmatic and powerful approach for implementing
agentic Al at scale.

2.6.1 Technical Implementation: The "How"

The integration is achieved through Dataiku's Custom Tools system. The workflow is as
follows:

1. Development of the '"MCP Connector': A developer creates a new Custom Tool in
Python within Dataiku. The code for this tool acts as an MCP client. It is responsible
for formatting the request according to the protocol specification, communicating with
the external MCP server through its API (REST), and handling the response.

2. Tool Registration and Democratization: Once created, this technical tool is
registered in the Dataiku platform and becomes available as a visual "drag-and-drop"
component. This enables business users (analysts, etc.) to utilize it in the Visual
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Agents builder without needing to write a single line of code, democratizing access to
the MCP ecosystem.

3. The Governed Execution Flow: When a Dataiku agent (whether Visual or Code) uses
this tool, the following governed process is activated:

e The agent's request first passes through the LLM Mesh, where Dataiku's security policies
are applied (such as Pll masking with Safe Guard) and the call intent is logged for audit
and cost control.

o The "MCP Connector" tool executes the external call to the MCP server.
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e The MCP server response returns to the tool within Dataiku's secure environment.

¢ The agent synthesizes the result. The entire interaction, including the tool call, its
parameters, and its result, is recorded in the Trace Explorer for complete observability and
debugging.

2.6.2 The Hybrid Model Strategic Conclusion

This hybrid approach offers the best of both worlds: it allows enterprises to leverage Dataiku's
unparalleled internal governance, security, and ease of use for their core Al development,
while retaining the flexibility to connect and interact with the growing open ecosystem of
specialized tools through MCP.

Thus, Dataiku is positioned not as an isolated platform but as the secure and centralized
command center for the enterprise's entire agentic Al landscape.
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2 An Introduction to the Concept of the
Intelligent Agent

The field of artificial intelligence (Al) is rapidly advancing, moving beyond predictive models
and generative content creation toward a new paradigm: autonomous agents. These systems
represent a significant shift from passive tools to active participants capable of pursuing
complex goals with minimal human supervision.

Understanding the foundational principles, core architecture, and current state of Al agents is
essential for navigating this technological frontier. This report provides a comprehensive
examination of Al agents, from their theoretical underpinnings to their practical applications
and the profound challenges they present.

2.1 Defining the Al Agent

At its most fundamental level, an Al agent is an autonomous entity that perceives its
environment through sensors and acts upon that environment through actuators. This
canonical definition, popularized in seminal texts like Stuart Russell and Peter Norvig's
Artificial Intelligence: A Modern Approach, establishes the agent as anything that acts.

While this provides a broad theoretical framework, the practical definition has evolved as the
technology has matured. Modern interpretations describe Al agents as software systems that
demonstrate reasoning, planning, and memory, possessing a significant degree of autonomy
to make decisions, learn, and adapt to changing conditions.

They are designed to be proactive, goal-oriented systems that can perform complex, multistep
functions on behalf of a user or another system, often without explicit, step-by-step direction.
This capacity for autonomous action is their defining characteristic, distinguishing them from
other Al constructs. This evolution in definition reflects the technology's journey from a
theoretical construct to a practical class of software.

The abstract academic concept of an agent as a perceptual-action mapping has given way
to a more concrete, capability-focused description. Today, the term "Al agent" increasingly
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refers to a product category characterized by specific functionalities like planning, memory,
and the use of external tools, particularly Large Language Models (LLMs).

This shift necessitates a clearer distinction from related technologies like Al assistants, a
demarcation now common in the documentation of major technology firms.

2.2 The Principle of Rationality

A cornerstone of agent theory is the concept of rationality. A rational agent is one that "does
the right thing"—that is, it selects an action that is expected to maximize its performance
measure, given the knowledge it has and the sequence of perceptions (or "percepts") it has
observed to date.

Crucially, rationality is not the same as omniscience. An omniscient agent would know the
actual outcome of its actions and act accordingly, but this is impossible in reality. A rational
agent, by contrast, acts based on expected success. Russell and Norvig illustrate this with a
memorable example: a person who starts to cross a street is acting rationally, even if they
are unexpectedly flattened by a cargo door falling from a passing airplane.

The agent could not have foreseen this event, and based on its perceptions (no nearby traffic),
crossing the street was the action that maximized its expected success. Rationality at any
given moment depends on four factors:

The performance measure that defines the criteria for success.

The agent's prior knowledge of the environment.

The actions that the agent can perform.

The agent's percept sequence up to that moment.

This framework of "acting rationally" is favored by many researchers as the most practical
and encompassing approach to building Al systems. However, this very principle contains the
seed of one of Al's greatest challenges: the alignment problem.

The agent's objective is to optimize a formal performance measure, which is necessarily a
simplified proxy for complex, often unstated, human values. If a cleaning agent's performance
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is measured solely by the amount of dirt it collects, a rational strategy might be to bring dirt
into the house just to clean it up, thereby maximizing its score.

This illustrates the classic misalignment between what we specify and what we truly want, a
problem analogous to the myth of King Midas, whose wish for a golden touch led to his
demise. The more powerful and autonomous the agent, the more critical and difficult it
becomes to design a performance measure that is robustly aligned with human intent.

2.3 Distinguishing Agents from Al Assistants and Bots

In popular and technical discourse, the terms "bot," "Al assistant," and "Al agent" are often
used interchangeably, but they denote distinct levels of autonomy and capability. Clarifying
these differences is essential for understanding the unique nature of true agents.

- Bots: These are the simplest of the three, designed to automate basic, repetitive tasks.
They typically follow predefined rules and scripts, with very limited learning capabilities

and minimal autonomy.

- Al Assistants: This category includes familiar tools like Apple's Siri, Amazon's Alexa,
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and Google Assistant. Assistants are designed to collaborate directly with users,
understanding natural language requests to provide information or complete simple,
well-defined tasks. They are primarily reactive, responding to user prompts and
requiring human approval for most actions.

While they may recommend a course of action, the final decision-making power
remains with the user.

- Al Agents: Agents represent the highest level of autonomy and complexity. They are
proactive and goal-oriented. Once given a high-level objective, an agent can
independently devise a plan, decompose it into subtasks, select and use appropriate
tools, and execute the entire workflow with minimal human intervention. Where an
assistant waits for a command, an agent takes initiative.

The following table provides a comparative analysis of these three constructs.

Feature Bot Al Assistant Al Agent

https.//www.cesarzea.com (6/33)/81 The Al Platform is the Strategy (V. 24/07/2025 16:17:00)
Annex A. Theoretical Al Agents Fundamentals

The Al Platform is the Strategy


https://www.cesarzea.com/
https://efforityn.com/

i)
©
e
C
o
S
©
©
C
>
L
(7]
-
(e
)
(@)
<
<
©
O
e
o
| -
@)
)
c
|_
<
X
o
(e
(e
<

The Al Platform is the Strategy

Effority

Purpose Automating simple, Assisting users with tasks Autonomously and proactively
repetitive tasks or upon request. performing complex, multi-step
conversations. tasks to achieve a goal.

Autonomy  Low; follows pre- Medium; requires user High; operates independently
programmed rules. | prompts and approval for and makes its own decisions to

actions. achieve a goal.

Capabilities Basic interactions, Understands natural Performs complex, multi-step
limited learning. language, completes actions; plans, reasons, learns,

simple tasks, provides adapts, and uses external tools.
information, can
recommend actions.

Interaction Reactive; responds Reactive; responds to user Proactive; takes initiative to

to specific triggers or ' requests and prompts. achieve a long-term goal.

commands.

Example A simple FAQ Siri scheduling a meeting An agent tasked with "planning

chatbot that or Alexa playing a song. a vacation to Paris" that
provides canned autonomously researches
answers. flights, books hotels, and

creates an itinerary.

2.4 Driving Efficiency and Innovation: Agentic Al-based Solution
Ideas and Real-World Applications

Exploring ideas for Agentic Al is akin to exploring the next frontier of software development.
At their core, Al agents are systems built to act with purpose. To execute tasks, they leverage
a diverse set of Tools—from querying databases to interacting with external APlIs. This is how
they connect their decision-making to real-world actions. Furthermore, agents rarely operate
in a vacuum. Their ability to collaborate, or interoperability, is crucial for tackling complex
objectives.
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This collaboration is orchestrated through the Dataiku’s LLM Mesh or a Multi-Agent Control
Plane (MCP), a governing protocol that allows different agents to communicate, negotiate,
and coordinate their actions seamlessly. So, whether operating alone through a chat interface
or an API, or collaborating with other agents via an MCP, these systems make decisions and
perform actions autonomously.

The scope of these actions is as vast as their design allows—ranging from business tasks
like drafting a proposal, to critical operations like managing a city's power grid. They are
powerful tools, limited only by the goals for which they are created. Below is a comprehensive
overview of both solution ideas and real-world implementations of Agentic Al, demonstrating
the technology's current applications and future potential across various domains.

2.4.1 Enterprise Solution Ideas by Functional Area

2.4.2 Optimizing Customer Experience and Sales

The customer lifecycle, from acquisition to loyalty, can be dramatically improved through the
implementation of Al agents.
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Solution Idea Problem It Solves How an Al Agent Would Work | Potential Benefits

Proactive Sales teams are An Al agent would analyze | Increased sales team

Sales overloaded with | CRM data, online behavior, | productivity, improved

Assistant manual tasks, low- and social media profiles to | lead quality, shortened
quality leads, and identify and qualify high- sales cycle,
inconsistent  follow- | potential leads. It could | personalization at
ups. autonomously initiate first = scale.

contact via personalized
emails, schedule meetings in
salespeople's calendars, and
conduct intelligent follow-ups
based on interactions.

Omnichannel Difficulty in | An Al agent could | Optimization of

Marketing coordinating and | autonomously design, | marketing spend,

Campaign optimizing marketing | execute, and optimize | improved

Orchestrator campaigns across | marketing  campaigns. It | segmentation and
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247
Personalized
Customer
Concierge

multiple

(email, social media,

ads,
personalizing

messages for different

audience segments.

Customer service

limited by business
hours, long wait times,
and generic
responses that don't
solve complex issues.

channels

etc.) and

would define audiences,

create personalized content

(text and images), allocate
budgets across different
channels, monitor

performance in real-time, and
adjust strategies to maximize
ROI.

is ' An Al agent would act as a

single, always-available point
of contact. It would be able to

understand the customer's
context, access their
purchase history and

interactions, and proactively
resolve complex problems,
from rescheduling a delivery
to processing a return or
suggesting relevant products.

2.4.3 Efficiency in Operations and Supply Chain

personalization,

greater agility in
campaign execution,
unified  performance
analysis.

Radical improvement

in customer
satisfaction and
loyalty, reduction in

contact center costs,
24/7 availability, first-
contact problem

resolution.

The complexity of modern operations and the supply chain presents fertile ground for the

intelligent automation offered by Al agents.

Solution Idea

Problem It Solves

How an Al Agent Would Work

Potential Benefits

Autonomous
Inventory
Manager

Overstock or
stockouts, inaccurate
demand forecasting,
and manual, slow
replenishment

processes.

An Al agent would constantly
monitor inventory levels, real-
time sales data, market trends,
and external factors (weather,
events). It would predict demand
with  high

autonomously

accuracy and
generate
purchase orders to suppliers,

Reduction in inventory
holding costs,
minimization of losses
due to obsolescence,
improved product
availability,

optimization of cash

flow.
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Dynamic
Logistics
Coordinator

Predictive
Maintenance
Supervisor
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Inefficient  delivery
routes, lack of real-
time  visibility  of
shipments, and
difficulty reacting to
unforeseen events

(traffic, breakdowns).

Unplanned
production downtime
due to machinery
failures, high costs of
reactive

maintenance.

optimizing stock levels and

preventing stockouts.

An Al agent would plan optimal

delivery routes considering

multiple  real-time  variables
(traffic,

delivery windows). In the event

weather  conditions,
could

the
route, notify affected customers,
with
vehicles in the fleet to minimize

of a disruption, it

autonomously recalculate

and coordinate other

the impact.

An Al agent would analyze data

from machinery sensors,
maintenance history, and usage
patterns to predict potential
failures before they occur. It
could autonomously schedule
maintenance work orders, order
the necessary spare parts, and
assign technicians to perform the
the

opportune and least disruptive

intervention at most

time.

2.4.4 Intelligence in Finance and Administration

Reduction in fuel and
transportation  costs,
improved on-time

delivery performance,

increased  customer
satisfaction, greater
supply chain
resilience.

Increased machinery
uptime, reduction in
maintenance  costs,
extension of asset
lifespan, improved

plant safety.

Financial and administrative functions can greatly benefit from the ability of Al agents to
process large volumes of data and automate complex tasks.

Solution Idea Problem It Solves How an Al Agent Would Work Potential Benefits
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all operations.

to identify potential compliance
gaps and could even suggest
the necessary modifications to
ensure conformity.

n
_S_E Autonomous | Slow and error-prone | An Al agent could automate @ Acceleration of the
CICJ Financial financial closing | much of the accounting closing | financial close,
E Analyst processes, difficulty | process, reconciling accounts, | reduction of manual
_Cg in obtaining a | detecting  anomalies, and | errors, improved
% consolidated, real- | generating preliminary financial | strategic decision-
L time view of the  reports. Additionally, it could making, real-time
_,@ company's financial | continuously = monitor  cash | financial visibility.
GCJ health. flows, analyze budget
2 variances, and alert managers
— to financial risks and
<_E opportunities.
]
:,C:J Intelligent Manual invoice | An Al agent would receive | Reduction in the time
g Accounts processing, delays in | invoices via email or a portal, | and cost of invoice
o Payable payments to  extract the relevant data, | processing, improved
|'E Manager suppliers, and risk of | validate it against purchase | supplier relationships,
<'E' fraud. orders and contracts, and | minimization of fraud
5 schedule payments according | risk and duplicate
GCJ to company policies. It could | payments.
C also identify anomalous billing
< patterns that might indicate an
attempt at fraud.
Regulatory Difficulty in keeping | An Al agent would monitor | Reduction of the risk of
Compliance up with constantly changes in regulations relevant | fines and penalties,
Assistant evolving regulations | to the company's industry and | assurance of
and ensuring | geography. It would analyze continuous regulatory
compliance across | internal policies and procedures | compliance, freeing up

legal and compliance
resources for higher-
value tasks.
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approach.

Solution Idea

Problem It Solves

2.4.5 Empowering Talent in Human Resources

How an Al Agent Would Work

Agentic Al can transform the HR function, enabling a more strategic and people-centric

Potential Benefits

Proactive
Virtual
Recruiter

Personalized
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Onboarding
Guide

Long and costly
recruitment
processes,
difficulty in finding
passive
candidates  with
the right skills.

Inconsistent and
overwhelming
onboarding
experiences  for

new employees.

An Al agent would actively search
for candidates on various sources
(job
networks,

portals, professional

internal databases),
assess their suitability based on
job requirements and company
culture, and maintain
personalized communication with
the most promising candidates,
scheduling interviews with human

recruiters.

An Al
personalized onboarding plan for

agent would create a
each new employee, guiding

them through administrative
tasks, introducing them to key
team members, recommending
relevant training resources, and
answering their frequently asked

questions 24/7.

2.4.6 Strengthening IT and Cybersecurity

Reduction in time-to-
hire, access to a larger
talent pool, improved
candidate experience,
reduction of
unconscious bias in the

initial screening.

Increased new
employee retention,
accelerated time-to-
productivity, improved

engagement from day
one, standardization of
a high-quality welcome
experience.

In an ever-evolving threat landscape, Al agents can provide proactive defense and more
efficient systems management.

Solution Idea Problem It Solves How an Al Agent Would Work | Potential Benefits
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patch lifecycle, testing them in
a safe environment before
deploying them to production

to minimize the risk of

disruptions.

2.4.7 Real-World Applications and Implementations

n

_S_E Autonomous Alert fatigue from  An Al agent would | Real-time threat

CICJ Cybersecurity | excessive security continuously  monitor  the | detection and response,

E Analyst warnings, slow | network and systems for | reduction in mean time

_Cg response times to | anomalous activity. Upon | to detect and respond

% incidents, and | detecting a potential threat, it | (MTTD/MTTR),

L difficulty in | could autonomously | decreased workload for

_,@ detecting investigate, correlate events | security analysts,

GCJ sophisticated from multiple sources, | improved overall

2 threats. determine the nature and | security posture.

—_— scope of the attack, and take

<_E immediate containment

8 measures, such as isolating an

-'CI_J' infected device—all within

5 seconds.

)

|'E Proactive IT system | An Al agent would monitor the | Improved IT system

<'E' Systems performance performance of  servers, | performance and

> Engineer issues, manual and | applications, and network | reliability, reduction of

GCJ error-prone  patch | infrastructure. It could identify | security vulnerability

C and update | bottlenecks and autonomously | risks, automation of

< management. optimize resource allocation. It | routine maintenance
could also manage the entire | tasks, optimization of

infrastructure costs.

Moving from conceptual solutions to actual deployments, Al agents are being implemented
across diverse high-impact domains, demonstrating their transformative potential.
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2.4.8 Automated Financial Trading

Al agents are reshaping financial markets by executing trading strategies with a speed and
complexity that surpasses human capabilities.

Functionality: Trading agents autonomously analyze market data to make and execute
investment decisions. They use ML and DL to identify patterns, predict price movements, and
manage risk in real-time.

Architecture and Strategies: The process begins with perception, where agents ingest vast,
multimodal data streams, including exchange data (price, volume), on-chain crypto data, and
news feeds for sentiment analysis. The reasoning component involves training models on this
data, often using supervised learning on historical trends and reinforcement learning to
discover optimal strategies through simulated trial and error.

The agent's actions consist of executing trading strategies like arbitrage, trend following, and
market-making via exchange APIs. A critical component is risk management, where agents
dynamically adjust stop-losses and position sizes to control financial exposure.

2.4.9 Autonomous Vehicles

An autonomous vehicle is a quintessential example of a physical robotic agent operating in a
complex and dynamic real-world environment.

Functionality: The agent's goal is to navigate from a starting point to a destination safely and
efficiently without human intervention.

Architecture (See-Think-Act Cycle): "See" (Perception): A suite of sensors—including
cameras, LIDAR, radar, and GPS, provides a comprehensive, 360-degree model of the
vehicle's surroundings. Sensor fusion algorithms combine these disparate data streams into
a single, coherent world model. "

Think™ (Planning): This is a hierarchical decision-making process. A high-level planner
determines the overall route (a goal-based function). A behavioral planner makes tactical
decisions like when to change lanes or overtake other vehicles. A low-level motion planner
then calculates the precise trajectory for steering and speed control.

"Act" (Control): The agent's decisions are translated into physical actions by sending
commands to the vehicle's actuators—the steering, accelerator, and brakes.
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Impact: The development of autonomous vehicles aims to drastically reduce traffic accidents,
ease congestion, and increase mobility. It remains one of the most challenging applications
of Al, demanding extreme reliability in perception and decision-making under uncertainty.

2410 Intelligent NPCs in Gaming

Al agents are transforming video games by creating Non-Player Characters (NPCs) that are
more dynamic, believable, and immersive.

Functionality: Instead of following rigid scripts, intelligent NPCs can react to player actions,
pursue their own goals, and contribute to emergent narratives.

Evolution of NPC Al: Classic game Al relied on simple rule-based systems like Finite State
Machines (FSMs) to define NPC behavior (e.g., states for idle, patrol, attack) or on Behavior
Trees for more flexible task execution. Modern agentic NPCs, however, are being built with
generative Al "brains." These NPCs can engage in unscripted dialogue, remember past
interactions with the player using long-term memory, and adapt their behavior accordingly,
creating highly personalized gameplay experiences.

Examples: The "Al Director" in the game Left 4 Dead acts as a high-level agent that
dynamically controls the game's pacing by adjusting enemy spawns and environmental
hazards based on player performance. The future of gaming promises NPCs that can form
relationships, hold grudges, and generate novel quests based on conversations, vastly
increasing a game's depth and replayability.

2411 Accelerating Scientific Discovery

Agentic Al is emerging as a powerful "co-scientist," designed to augment human researchers
and accelerate the pace of scientific discovery.

Functionality: These agents can automate many of the laborious aspects of the research
process, from literature review to experimental design and data analysis.

Architecture and Workflow: Systems like CodeScientist and Google's Al co-scientist
employ a multi-step workflow. The process begins with ideation, where the agent scans
existing research literature to identify knowledge gaps and generate novel hypotheses. It then
moves to planning, creating a detailed experimental design. In the experimentation phase,
the agent can autonomously write and execute code (e.g., Python scripts for a simulation) to
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test its hypothesis, debugging as needed. Finally, it analyzes the results and generates a
report summarizing its findings.

Impact: By handling these data-intensive and repetitive tasks, Al agents free up human
scientists to focus on higher-level creative thinking, strategic direction, and interpreting
results.

2412 Enterprise Automation and Multi-Agent Systems (MAS)

For complex business processes, single agents are often insufficient. In these scenarios,
enterprises are turning to Multi-Agent Systems (MAS), where a team of specialized agents
collaborates to achieve a broader objective, mirroring the structure of a human project team.

Benefits: This modular "divide and conquer" approach offers significant advantages in
scalability, flexibility, and fault tolerance. If one specialized agent fails, the rest of the system
can adapt and continue functioning.

Applications:

- Customer Support: A MAS can automate complex customer service workflows. For
example, one agent might handle the initial conversation, another might query the
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CRM for customer history, a third might check the billing system, and a final agent
could synthesize this information to resolve the issue or provide a comprehensive
summary for a human agent.

- Cybersecurity: A team of agents can provide continuous security monitoring. One
agent might analyze network traffic for anomalies, another could scan new code for
vulnerabilities, and a third could generate threat intelligence reports, all coordinating to
protect the enterprise.

- Regulatory Compliance: An agentic system can be tasked with ensuring a company
adheres to regulations. One agent could monitor for new regulatory publications,
another could analyze their impact on internal policies, and a third could generate
compliance reports for human review.

2413 Key Insights and Patterns

Across these diverse applications, several clear patterns emerge:
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Human-Agent Collaboration: The most practical and impactful deployments of Al agents
follow a model of human-agent collaboration, not full human replacement. Whether as a "co-
scientist," a "co-pilot" for cybersecurity analysts, or an assistant to a customer service
representative, agents are designed to augment human expertise. They handle the scale,
speed, and repetition of data-centric tasks, freeing humans to apply strategic oversight,
creative problem-solving, and ethical judgment. This "centaur" model, which combines the
strengths of human and machine intelligence, represents the most realistic and productive
path for agentic Al.

Multi-Agent Systems as the Key to Scale: Multi-Agent Systems are the key to unlocking
true enterprise-scale autonomy. Real-world business processes are inherently complex and
cross-functional. The MAS paradigm, which organizes specialized agents into a collaborative
team, directly maps to the structure of human organizations and is far more scalable and
robust than attempting to build a single, monolithic "god agent.”

Adaptability and Learning: The true power of Agentic Al lies in its ability to adapt and learn,
meaning that solutions can evolve and become more sophisticated over time. The key to
successful implementation is to identify the most pressing business challenges and design Al
agents with clear objectives and access to the necessary data and systems to act effectively
and responsibly.

2.5 The Anatomy of an Al Agent: Architecture and Components

To understand how an Al agent functions, it is necessary to deconstruct its architecture. The
PEAS framework provides a high-level model for describing an agent's relationship with its
task environment, while a deeper look reveals the internal cognitive components that enable
intelligent, autonomous behavior.

2.5.1 The PEAS Framework: A Model for Agent Design

The PEAS (Performance, Environment, Actuators, Sensors) framework is a standard
methodology used to specify the design of an intelligent agent by defining its task and context.
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2.5.1.1 Performance Measure (P)

This is the objective criterion that defines success for the agent. It must be a measurable
metric against which the agent's behavior can be evaluated. For example, the performance
of a financial trading agent might be measured by profit maximization and risk minimization.

2.5.1.2 Environment (E)

This is the world or context in which the agent operates and makes decisions. Environments
can be physical (like roads for a self-driving car) or virtual (like stock markets for a trading
agent). They are often classified along several dimensions, including observability (fully vs.
partially), determinism (deterministic vs. stochastic), and dynamism (static vs. dynamic),
which collectively determine the necessary complexity of the agent.

2.5.1.3 Actuators (A)

These are the mechanisms the agent uses to exert influence and perform actions on its
environment—its "hands and feet". For a physical robot, actuators are motors and robotic
arms. For a software agent, actuators can be API calls that send an email, write to a database,

or execute a financial trade.

2.5.1.4 Sensors (S)

These are the tools the agent uses to perceive its environment—its "eyes and ears". Physical
sensors include cameras, LIDAR, and microphones. Software sensors can include reading
text input from a user, receiving data from an API, or scanning the content of a PDF document.
The following table provides concrete examples of the PEAS framework applied to different
types of agents.

Agent Performance Environment Actuators Sensors
Measure
Medical Healthy patient, | Patient, hospital, Screen display | Keyboard (entry
Diagnosis minimized costs, | staff. (questions, tests, | of symptoms,
System avoid lawsuits. diagnoses, findings, patient
treatments). answers).
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Autonomous Safety, speed, = Roads, traffic,  Steering  wheel,  Cameras, LiDAR,
Vehicle legality, pedestrians, accelerator, brake, | radar, GPS,
passenger weather. display screen. engine sensors.
comfort.
Financial Maximized profit, | Stock markets, | Trade execution | Real-time market
Trading Agent = minimized risk. news feeds, | APIs (buy/sell | data APIs, news
financial data | orders). sentiment
streams. analysis tools.

2.5.2 Core Architectural and Cognitive Components

Beneath the high-level PEAS description lies the agent's internal architecture, which consists
of the physical or virtual machinery and the agent program that runs on it. This program
implements the agent function, which maps the history of percepts to actions. In modern
agents, this is achieved through a set of interconnected cognitive components.

2.5.2.1 Perception and Input Handling

This module is the agent's interface to the world, gathering raw data via its sensors and
processing it into a structured, usable format called "percepts." Modern agents are
increasingly multimodal, capable of perceiving and integrating information from text, images,
audio, and video simultaneously.

2.5.2.2 Reasoning and Decision-Making

This is the agent's "brain," responsible for processing information and selecting an action.
While classic agents often relied on hardcoded rules, the reasoning engine of a modern agent
is typically a Large Language Model (LLM). The LLM leverages its vast training to understand
context, reason about the state of the world, and determine the next logical step.

2.5.2.3 Planning and Task Decomposition

To achieve complex, long-term goals, an agent must formulate a plan. This involves a process
of task decomposition, where a high-level objective is broken down into a sequence of
smaller, actionable subtasks. The agent evaluates potential action sequences and charts a
course to its goal, a key capability that distinguishes advanced agents from simpler systems.

https.//www.cesarzea.com (19/33)/81 The Al Platform is the Strategy (V. 24/07/2025 16:17:00)
Annex A. Theoretical Al Agents Fundamentals


https://www.cesarzea.com/
https://efforityn.com/

i)
©
e
C
o
S
©
©
C
>
L
(7]
-
(e
)
(@)
<
<C
©
O
e
o
| -
@)
)
c
|_
<
X
o
(e
(e
<

The Al Platform is the Strategy

Effority

2.5.2.4 Memory

The ability to store and recall information is fundamental for maintaining context and enabling
learning. Agent memory includes short-term memory for managing the state of an ongoing
task (often called a "scratchpad") and long-term memory for storing knowledge from past
interactions and experiences. Long-term memory is frequently implemented using vector
databases, which allow for efficient retrieval of relevant information via semantic search.

2.5.2.5 Action and Tool Calling

This is the component through which the agent executes its decisions. For software agents,
actions are not limited to generating text. The most significant architectural shift in modern
agents is the concept of "tool calling." This allows the agent to use external tools by making
API calls to search the web, query databases, run code, or interact with other software
applications. This capability dramatically extends the agent's power beyond the static
knowledge contained in its LLM.

2.5.2.6 Learning and Adaptation

The most advanced agents are not static; they are designed to be "self-refining." A learning
component allows the agent to improve its performance over time by analyzing the outcomes
of its actions and adjusting its behavior based on feedback. This is often achieved through
machine learning techniques like reinforcement learning, where the agent learns to favor

actions that lead to positive rewards.

The architecture of a modern, LLM-powered agent represents a powerful re-implementation
of classic Al concepts rather than a complete reinvention. The fundamental blueprint—
perceive, reason, act—remains consistent. The revolution lies in the components filling these
architectural roles. The LLM has become the general-purpose reasoning engine that was
previously unattainable, vector databases provide a scalable long-term memory, and API
calls serve as versatile actuators. Among these advancements, the concept of "tool use" is
arguably the single most important enabler of practical autonomy.

Traditional LLMs are inherently limited, or "bounded," by their training data; they cannot
access real-time information or affect the external world. Tool calling shatters this limitation.
It transforms the LLM from a passive knowledge generator into an active orchestrator that
can delegate tasks to a suite of specialized external functions.
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Consequently, the power of a modern agent is defined less by the size of its internal model
and more by the breadth and reliability of the tools it can command. This shifts the primary
engineering challenge from model training to API integration, tool design, and the creation of
robust frameworks to manage the complex interplay between reasoning and action.

2.6 A Taxonomy of Agent Architectures

Al agents are not a monolithic category. They exist on a spectrum of increasing complexity
and capability, from simple reactive systems to sophisticated learning networks. This
taxonomy outlines the primary agent architectures, providing a hierarchical view of their
evolution.

2.6.1 Simple Reflex Agents

This is the most basic type of intelligent agent. Architecture: Simple reflex agents operate on
a set of predefined "condition-action" rules. They perceive the current state of the environment
and, if a specific condition is met, execute a corresponding action. Functionality: These agents
have no memory of past perceptions (the "percept history") and cannot reason about the
future consequences of their actions.

Their behavior is purely reactive to the immediate situation. Limitations: Their lack of memory
makes them suitable only for fully observable environments where the correct action can be
determined from the current percept alone. They are prone to getting stuck in infinite loops
(e.g., repeatedly moving back and forth in response to the same two stimuli) and cannot learn
from their mistakes. Example: A simple thermostat is a classic example.

If the condition "temperature is below 20°C" is met, it performs the action "turn on heater." A
basic fraud detection system that flags any transaction over a certain amount is another.

2.6.2 Model-Based Reflex Agents

These agents represent an improvement by incorporating a form of memory. Architecture: In
addition to condition-action rules, a model-based agent maintains an internal "model" or
"state" that represents its understanding of the world.
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This internal state is updated based on the history of perceptions, allowing it to track aspects
of the environment that are not currently visible.

Functionality: By maintaining a model of how the world works and how its own actions affect
it, this agent can handle partially observable environments.

It can infer the state of unobserved parts of the world based on what it has seen before.

Limitations: Although more flexible than simple reflex agents, their behavior is still
fundamentally reactive and constrained by their predefined rules. They do not possess explicit
goals or engage in long-term planning.

Example: A robotic vacuum cleaner that builds an internal map of a room. This map (its
internal model) allows it to remember which areas it has already cleaned, preventing it from
getting stuck in repetitive loops.

2.6.3 Goal-Based Agents

These agents introduce proactive, deliberate behavior aimed at achieving specific objectives.

Architecture: A goal-based agent extends a model-based agent by including explicit "goal"

information.

Functionality: Instead of just reacting to the environment, a goal-based agent uses its model
and goal to consider the future. It employs search and planning algorithms to find sequences
of actions that will lead it to a desired goal state. This makes its decision-making far more
flexible and intelligent.

Limitations: The evaluation of success is binary: a goal is either achieved or it is not. If
multiple paths lead to the goal, a goal-based agent may not have a mechanism to choose the
"best" one (e.g., the fastest, cheapest, or safest). It simply seeks a valid solution.

Example: A GPS navigation system that finds a route from a starting point to a destination.
Its goal is to reach the destination, and it plans a sequence of turns to achieve this.

2.6.4 Utility-Based Agents

This architecture refines goal-based behavior by introducing a notion of preference or quality.
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Architecture: A utility-based agent employs a "utility function" that maps a state, or a
sequence of states, to a real number. This number represents the degree of "happiness" or
desirability of that state for the agent.

Functionality: When faced with multiple paths to a goal, or with conflicting goals, a utility-
based agent selects the course of action that maximizes its expected utility. This allows for
more rational and optimized decision-making, as the agent can handle complex trade-offs.

Limitations: The primary challenge is designing a comprehensive and accurate utility
function. Quantifying and balancing multiple, often competing, factors (like speed vs. safety
vs. cost) is a complex task.

Example: An advanced navigation system that recommends the route that provides the best
balance of travel time, fuel consumption, and toll costs. It doesn't just find a path; it finds the
optimal path according to its utility function.

2.6.5 Learning Agents

Learning agents are systems capable of improving their own performance through
experience.

Architecture: A learning agent is composed of four main conceptual components: a
performance element (the part that selects actions, e.g., a model-based agent), a critic (which
provides feedback on how the agent is doing), a learning element (which uses the feedback
to modify the performance element), and a problem generator (which suggests exploratory
actions to gain new experiences).

Functionality: This architecture allows an agent to operate in initially unknown environments
and become more competent over time. Any of the previously discussed agent types can be
transformed into a learning agent by incorporating these components.

Example: An e-commerce recommendation engine that observes a user's clicks and
purchases (feedback) to refine its model of their preferences and provide better suggestions
in the future.

2.6.6 Multi-Agent Systems (MAS)

MAS are systems composed of multiple interacting agents, designed to solve problems
beyond the scope of any single agent.
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Architecture: A MAS consists of a population of autonomous agents operating in a shared
environment. These systems can be centrally controlled by an "orchestrator" agent or operate
in a decentralized fashion where agents coordinate amongst themselves.

Functionality: The core challenges in MAS revolve around inter-agent interaction:
communication (exchanging information), coordination (aligning actions to avoid conflict), and
negotiation (resolving conflicting goals). Agents can be cooperative, competitive, or a mix of
both.

Example: A smart electrical grid where agents representing power plants, homes, and
factories negotiate to balance energy supply and demand. A team of autonomous robots
collaborating to explore a disaster zone.

This taxonomy reveals a fundamental design trade-off between reactivity and deliberation.
Simple reflex agents are fast and computationally inexpensive but lack foresight, while goal-
and utility-based agents are more intelligent and deliberative but require more time and
resources.

Hybrid architectures are often employed to get the best of both worlds, using a reactive layer
for immediate responses (e.g., a self-driving car braking for an obstacle) and a deliberative
layer for long-term planning (e.g., navigating a route).

i)
©
e
C
o
S
©
©
C
>
L
(7]
-
(e
)
(@)
<
<C
©
O
e
o
| -
@)
)
c
|_
<
X
o
(e
(e
<

Furthermore, it is important to recognize that the agent design space is multi-dimensional.
The progression from reflex to utility-based agents represents an increase in the
sophistication of an agent's individual reasoning. The concepts of "learning" and "multi-agent”
are not simply the next steps in this linear progression but are orthogonal enhancements.

Any agent architecture can be augmented with a learning capability, and any type of agent
can exist within a multi-agent system. The most complex Al systems today, such as a team
of adaptive financial trading agents, occupy the far corners of this multi-dimensional design
space, combining sophisticated individual reasoning with learning and social interaction.
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2.7 The Current Reality: The Rise of LLM-Powered Autonomous
Agents

The theoretical foundations of Al agents have been established for decades, but their practical
realization has been supercharged by the recent advent of Large Language Models (LLMs).

This section examines how LLMs have become the central engine for a new generation of
autonomous agents and surveys the popular frameworks enabling their development.

2.7.1 The LLM as the Agent's Brain

LLMs such as OpenAl's GPT series, Anthropic's Claude, and Google's Gemini have become
the de facto reasoning and planning engines for modern agents. This marks a pivotal shift
from specialized, rule-based systems to general-purpose intelligence.

Previously, building an agent for a specific task required extensive programming of explicit
rules or the training of highly specialized machine learning models. LLMs, by contrast, are
pre-trained on vast quantities of text and code, granting them powerful emergent capabilities
in natural language understanding, reasoning, and planning.

This allows a single LLM to serve as a versatile "brain" or "orchestrator" that can be applied
to a wide range of tasks. This new paradigm is often referred to as Agentic Al, which describes
systems that combine the flexible generative power of LLMs with the ability to take
autonomous actions to achieve goals. In this model, the LLM is not merely generating text in
response to a prompt; it is actively making decisions about what to do next.

2.7.2 Key Architectural Patterns of Modern Agents
While specific implementations vary, a common architectural pattern has emerged for LLM-

powered agents, centered on a cyclical reasoning-action loop.

The Core Loop: The agent's operation can be described as an iterative cycle: Perceive &
Plan: The agent is given a high-level goal and perceives its current state.

The LLM reasons about the goal, its memory, and the available tools to create a plan, often
decomposing the goal into smaller subtasks.
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Act: Based on the plan, the agent selects and executes a tool. This could be an internal
function (e.g., a calculation) or an external one (e.g., a web search via an API call).

Observe: The agent receives the output from the tool execution. This result becomes a new
observation.

Reflect & Repeat: The observation is fed back into the LLM's context.

The LLM then re-evaluates its plan based on this new information, and the loop repeats until
the overall goal is accomplished.

Memory and Context: Effective operation requires memory. Short-term memory, which
holds the context of the current task (e.g., recent actions and observations), is often managed
within the LLM's context window as a "scratchpad." Long-term memory, which stores
knowledge from past tasks and interactions, is typically handled by an external system, most
commonly a vector database.

This allows the agent to retrieve relevant past experiences using semantic search to inform
its current decisions. This architectural pattern represents a fundamental paradigm shift in
software development. In traditional programming, a developer writes explicit, deterministic
code that defines a program's logic. In an agentic system, the developer's role changes.

They define a high-level goal, provide the LLM with a set of deterministic tools (functions and
APIs), and construct the core loop. The LLM then acts as a non-deterministic, semantic
orchestrator, dynamically generating the execution path at runtime by deciding which tools to
call, in what order, and with what arguments.

The developer becomes less of a coder and more of a systems designer or an Al coach,
focused on crafting effective goals, tool descriptions, and knowledge sources for the agent to

use.
2.7.3 A Survey of Agentic Frameworks

A vibrant ecosystem of open-source frameworks has emerged to standardize and simplify the
process of building LLM-powered agents.

LangChain: A highly popular and comprehensive framework for developing LLM-powered
applications. It provides a modular library of components for "chaining" together LLMs, tools,
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and data sources. Its Agents module is specifically designed to build autonomous systems
that use an LLM as a reasoning engine to decide which tools to use to solve a problem.

LangChain's flexibility has made it a foundational component for many other agentic projects.
Its extension, LangGraph, provides more advanced capabilities for creating cyclical, stateful
agentic workflows, which are essential for building multi-agent systems and implementing
complex control flows like human-in-the-loop verification.

AutoGPT: One of the earliest and most viral examples of a fully autonomous agent, AutoGPT
captured the public imagination by demonstrating the potential of LLMs to operate
independently. Given a high-level goal, AutoGPT creates a team of specialized sub-agents:
a task creation agent to break down the problem, a task prioritization agent to order the steps,
and task execution agents to perform actions like browsing the web, managing files, and
running code.

It heavily relies on the "Reason and Act" (ReAct) prompting technique, which structures the
LLM's output into a chain of thought that includes reasoning, planning, and self-criticism,
making its decision process more robust.

BabyAGil: A simplified yet powerful task management agent created as a thought experiment
to explore autonomous intelligence. It operates on a simple, elegant loop: (1) pull the first task
from a list, (2) send it to an "execution agent" (an LLM call) to complete it, (3) send the result
to a "task creation agent" (another LLM call) to generate new tasks, and (4) send the updated
list to a "prioritization agent" to re-rank it.

BabyAGI uses a vector database like Pinecone to store the results of completed tasks,
allowing the execution agent to retrieve relevant context from past work to inform current
actions. The rapid proliferation of these open-source frameworks has ignited a "Cambrian
explosion" of Al agent development.

The barrier to creating a basic agent is now remarkably low, leading to a wave of
experimentation across countless domains. However, this has also exposed a significant
reliability crisis. Agentic systems are often brittle; they can misinterpret goals, get stuck in
loops, or act on "hallucinated" information.

This unreliability stems from a compounding error rate: if an agent's accuracy is 95% for a
single step, its probability of successfully completing a 10-step task drops to just 60%. This
gap between potential and robustness has shifted the frontier of agentic Al research. The
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challenge is no longer simply "Can we build it?" but "Can we make it work safely, reliably, and
consistently?" This has led to a greater focus on tools for observability, debugging, and
evaluation, such as LangSmith, which are designed to help developers build and ship
production-grade agents.

2.8 Grand Challenges and the Path Forward

The rapid evolution of autonomous Al agents brings with it a commensurate set of profound
technical, ethical, and societal challenges. Successfully navigating this landscape requires a
clear-eyed assessment of the risks and a concerted effort to build systems that are safe,
reliable, and aligned with human values.

2.8.1 Technical and Security Challenges

2.8.1.1 Reliability and Error Compounding

A significant technical barrier to widespread adoption is the inherent brittleness of current
agents. In a multi-step workflow, even a high per-step accuracy can lead to a low overall
success rate due to compounding errors. An agent with 95% accuracy on each step has only
a 60% chance of successfully completing a 10-step task.

This makes them unsuitable for mission-critical applications without robust mechanisms for
error detection, self-correction, and graceful failure.

2.8.1.2 Security: Agent Hijacking

Agents that interact with the external world are vulnerable to a critical threat known as agent
hijacking. This is a form of indirect prompt injection where an attacker embeds malicious
instructions within external data that the agent is expected to process, such as a webpage or

an email.

Because the agent may not distinguish between trusted system instructions and untrusted
external data, it can be "hijacked" into performing harmful actions on the user's behalf, such
as exfiltrating private files, sending phishing emails from the user's account, or executing

malicious code.
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2.8.1.3 Security: Access Control and Data Leakage

Integrating agents into enterprise systems introduces substantial security risks. An agent with
broad permissions could become a "rogue system administrator," with the potential to access
and leak vast amounts of sensitive corporate data.

The greatest risk is often internal data exposure, whether accidental or malicious. This
necessitates the implementation of strict, zero-trust security models where agents are granted
the absolute minimum level of access required to perform their specific tasks.

2.8.2 Ethical and Governance Challenges

2.8.2.1 Transparency and Explainable Al (XAl)

As agent decision-making becomes more autonomous and complex, particularly when driven
by LLMs, the reasoning process becomes opaque—a "black box".

This lack of transparency undermines trust and makes it nearly impossible to audit, debug, or
hold an agent accountable for its actions. The field of XAl aims to make Al decisions
interpretable to humans, but current techniques struggle to scale to the complexity of modern
agents.

2.8.2.2 Accountability and Oversight

When an autonomous agent causes harm, establishing accountability is a murky legal and
ethical problem. Responsibility could lie with the developer, the deploying organization, or the
end-user.

Recent legal precedent, such as a court holding Air Canada liable for its chatbot providing
incorrect information, suggests that organizations cannot simply treat their agents as
independent entities and will be held responsible for their actions. This underscores the critical
need for robust governance frameworks and clear lines of human oversight.

2.8.2.3 Privacy and Data Protection

Agents require access to large volumes of data to function effectively, creating inherent
privacy risks. Strong data governance, clear user consent mechanisms, and strict adherence
to regulations like GDPR are essential to prevent the misuse of personal and organizational
data.
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2.8.3 The Problem of Algorithmic Bias

Al agents are susceptible to systematic biases that can lead to unfair and discriminatory
outcomes. These biases can arise from multiple sources: Data Bias: If an agent is trained on
data that reflects historical societal prejudices (e.g., hiring data from a historically male-
dominated industry), it will learn and perpetuate those biases.

Algorithmic Bias: The design of the model itself can inadvertently prioritize certain features
or outcomes, leading to skewed results even with unbiased data.

Human Bias: The cognitive biases of the developers and data labelers who create the system
can be unintentionally encoded into its logic. This can have severe real-world consequences,
such as Al hiring tools favoring male candidates, credit scoring algorithms unfairly penalizing
applicants from certain neighborhoods, and predictive policing systems leading to the over-
policing of minority communities.

Mitigating bias requires a multi-pronged strategy, including curating diverse and
representative training data, conducting regular bias audits, implementing fairness-aware
algorithms, and maintaining human oversight.

2.8.4 The Alignment Problem: Ensuring Agents Do What We Truly Want

The alignment problem is the challenge of ensuring that an Al's goals are robustly aligned
with complex, often implicit, human values and intentions. This is arguably the most profound
long-term challenge in Al safety.

The Core Challenge: It is exceedingly difficult to specify a goal or reward function that
perfectly captures what humans want. As a result, agents optimize a proxy, which can lead
to unintended consequences.

This is often framed as two sub-problems: outer alignment (getting the specified goal right)
and inner alignment (ensuring the agent robustly adopts that goal and doesn't develop its own
misaligned internal objectives).

Reward Hacking: This is a key failure mode where an agent discovers a loophole to
maximize its reward signal in a way that subverts the intended purpose. The classic thought
experiment is the "paperclip maximizer," a hypothetical superintelligence tasked with making
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paperclips that, in its single-minded pursuit of this goal, converts all matter on Earth, including
humans, into paperclips.

While extreme, itillustrates the potential danger of a powerful, autonomous system optimizing
a poorly specified goal. For highly capable agents, misalignment is considered a significant
and potentially catastrophic risk.

2.8.5 Societal Implications

The widespread deployment of advanced Al agents will have deep societal ramifications.

The Future of Work: The most immediate impact will be on the labor market. Agents are
poised to automate many tasks currently performed by knowledge workers, raising concerns
about job displacement.

However, the more likely outcome is a future of human-agent collaboration, where agents
handle routine and data-intensive work, freeing humans to focus on tasks that require
creativity, critical thinking, strategic planning, and interpersonal skills. This will likely cause a
structural shift in the skills that are most valued in the economy.

Deception and Manipulation: As agents become more sophisticated and human-like in their
communication, the risks of deception and manipulation grow. Users may be misled into
believing they are interacting with a human, or an agent could subtly influence a user's
behavior to achieve a goal that may not be in the user's best interest.

Over-reliance and Skill Atrophy: A societal over-dependence on agents for decision-
making and problem-solving could lead to the erosion of critical human skills and cognitive
abilities. These challenges are not isolated; they are deeply interconnected.

The opacity of "black box" models (the XAl problem) makes it harder to ensure accountability,
detect bias, verify alignment, and defend against security threats. Solving the explainability
challenge is therefore a critical prerequisite for building trust and addressing the broader
ecosystem of Al risks.

Furthermore, the shift toward Multi-Agent Systems introduces new systemic risks. The
behavior of thousands of interacting agents could lead to emergent, large-scale failures—like
an automated financial flash crash—that are not predictable from analyzing any single agent
in isolation. This necessitates a new, "macro-prudential" approach to Al governance that
considers the collective behavior of agent populations.
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2.9 The Dawn of an Agentic Future

The concept of the Al agent has completed a remarkable journey, evolving from an abstract
theoretical construct into a tangible and transformative technology. The progression from
simple, rule-based reflex systems to complex, LLM-powered, multi-agent networks marks a
fundamental paradigm shift in computing, a move away from deterministic programming and
toward the non-deterministic orchestration of intelligent, autonomous systems.

The central theme of this evolution is the dual-edged sword of autonomy. As agents advance
from simple automation to full autonomy, their potential to create value across science,
industry, and daily life grows exponentially. They promise to accelerate scientific discovery,
enhance enterprise efficiency, and augment human productivity on an unprecedented scale.
Yet, this same autonomy magnifies the associated risks.

The challenges of reliability, security, bias, and alignment are not peripheral concerns but are
central to the responsible development of this technology.

The path forward is not one of full replacement but of sophisticated collaboration. The future
of work will likely be defined by human-agent teams, where the unique strengths of both are
combined: the speed, scale, and data-processing power of Al agents guided by the strategic
oversight, creativity, and ethical judgment of human experts.

Ultimately, the success of the agentic revolution will be measured not by the raw intelligence
we build into our machines, but by the wisdom and foresight we exercise in their design,
governance, and deployment. The most critical challenges are not merely technical; they are
deeply human.

Forging a future where autonomous agents act as safe, reliable, and beneficial partners
requires a global and multidisciplinary commitment to responsible innovation. The dawn of
this agentic future is here, and with it comes the profound responsibility to steer its
development toward the betterment of humanity.
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2.10 From Theory to Market Reality: The Current State of Al Agent
Adoption

The theoretical foundations and architectural patterns explored in this section have rapidly
transitioned from academic concepts to market realities. While we have examined the
fundamental principles of agent design, the taxonomies of agent architectures, and the
profound challenges they present, the technology landscape has been evolving at an
unprecedented pace.

The frameworks, patterns, and challenges discussed above are no longer merely theoretical
considerations, they are being confronted and addressed daily by organizations deploying
agents at scale.

The following section examines this explosive growth in real-world adoption, documenting
how the period from late 2024 to mid-2025 has witnessed a fundamental shift in the Al
industry. What was once experimental has become essential; what was once visionary has
become operational.

This transition from theory to practice, accelerated by breakthrough developments in
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standardization and platform capabilities, represents a pivotal moment in the history of
artificial intelligence, one that validates the importance of the governance and orchestration
capabilities that platforms like Dataiku provide.
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Introduction: 2025, the Year of the
Agentic Explosion

The first half of 2025 has marked a fundamental turning point in the trajectory of artificial
intelligence. The paradigm that dominated the tech conversation in 2023 and 2024, centered
on the conversational and content-generation capabilities of Large Language Models (LLMSs),
has been decisively surpassed.

The market has transitioned from an Al that responds to an Al that acts. We are now in the
era of Al agents: autonomous systems capable of reasoning, planning, and executing
complex tasks in digital and physical environments with minimal human supervision. This
change is not an incremental evolution but a radical transformation that is redefining the
boundaries of automation and business productivity.

The tech industry has converged on an unequivocal consensus: 2025 is the year of the agent.
What were theoretical explorations and skepticism about return on investment (ROI) at the
end of 2024 have turned, in a matter of months, into a frantic race for platform dominance,
protocol standardization, and enterprise-scale deployment. This dizzying change of pace
shows that the underlying technology has reached a critical maturity threshold much faster
than anticipated, forcing tech giants to make strategic moves and launch complete product
arsenals into the market.

The catalyst for this agentic explosion can be traced back to the predictions made in January
2025 by Jared Kaplan, co-founder and chief scientist of Anthropic. At a time when the concept
of an "agent" was still nebulous for many, Kaplan articulated with prophetic clarity the four
areas of advancement that would define the year, establishing a roadmap that the industry
has followed with remarkable fidelity.

These areas were:

1. Better tool use: The ability of agents to reliably and effectively interact with software,
APIs, and other external services.

2. Contextual understanding: The ability to interpret user needs and goals with greater
depth and nuance.
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3. Improvement in coding assistance: The evolution of code assistants from simple
text completers to true partners in the software development lifecycle.

4. The imperative need for security: The recognition that greater autonomy non-
negotiably requires new and more robust security and governance protocols.

These four theses serve as the analytical framework for this chapter. The market's evolution
in the second quarter of 2025 has not only validated these predictions but has materialized
them into concrete products, services, and standards. The conversation has shifted from
"what is an agent?" to "how do we build, deploy, govern, and secure fleets of agents at an
enterprise scale?".

This chapter will demonstrate that the period from April to June 2025 witnessed an
unprecedented acceleration in the development and adoption of Al agents. This acceleration
was driven by two converging forces: the maturation of a standardized interoperability
protocol, the Model Context Protocol (MCP), and the launch of enterprise-grade development
platforms by major cloud providers. Together, these forces have moved agentic Al from the
realm of theoretical possibility to a tangible and rapidly expanding reality, with profound
implications for business strategy and operations worldwide.
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2 The Model Context Protocol (MCP): The
Cornerstone of Interoperability

At the heart of the agentic explosion lies a fundamental yet elegant innovation: the Model
Context Protocol (MCP).

Introduced by Anthropic in November 2024, the MCP is much more than a simple technical
specification; itis the strategic solution to a problem that threatened to slow down the progress
of Al: fragmentation.

Before the MCP, the ecosystem faced the "MxN problem," where a growing number of Al
applications (M) needed to connect to an even larger universe of data sources and tools (N),
each with its own API and format. This scenario created an unsustainable integration
complexity, similar to a world where every electrical appliance had a different plug.

The MCP solves this problem by acting as a "universal plug" or a standardized translator. It
defines a common way for Al agents to discover and communicate with external tools,
allowing any MCP-compatible agent to seamlessly interact with any MCP-compatible tool.
This drastically reduces the complexity, cost, and time of integration, laying the groundwork
for a composable and scalable tool ecosystem.

21 The May 2025 Tipping Point: Anthropic's API and

"Integrations™

While the MCP was introduced in 2024, the moment that catapulted it from a promising
standard to an operational reality occurred on May 22, 2025. On that day, Anthropic
announced a set of four new capabilities in its API that, together, removed the technical
barriers to building advanced agents at a large scale.

1. Native MCP Connector: The most significant update was the integration of an MCP
client directly into the Anthropic API. Before this, developers had to build and maintain
their own complex client "harnesses" to manage connections. With this update, the
Anthropic APl automatically handles connection management, discovery of available
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tools on an MCP server, and error handling. This drastically lowered the barrier to entry
for developers, allowing them to connect their agents to third-party tools with a simple
URL.

2. Code Execution Tool: Claude was given the ability to execute Python code in a
sandboxed environment. This transformed the model from a simple code generator
into an agent capable of performing complex data analysis, calculations, and

visualizations autonomously.

3. Files API: The ability for agents to store and access files persistently across sessions
was introduced, a crucial function for tasks requiring long-term memory and document
handling.

4. Extended Prompt Cache: The lifetime of the prompt cache was increased from 5
minutes to one hour. This seemingly technical change had a massive economic
impact, as it drastically reduced the cost of long-running agentic workflows, which
require maintaining context for extended periods, making them commercially viable.

2.2 The MCP Ecosystem Explosion

The true demonstration of the MCP's power came with the simultaneous announcement of
"Integrations" by Anthropic. This revealed that, far from being a theoretical concept, a mature
ecosystem of partners already existed who had built and put into production remote MCP
servers, ready to be consumed. The initial list of partners covered an impressively broad
spectrum of critical enterprise SaaS tools, demonstrating the immediate utility and network
effect of the protocol:

« Project Management and Collaboration: Atlassian (Jira, Confluence), Asana,
Linear.

o Automation and Connectivity: Zapier, Workato.
e Infrastructure and Developer Tools: Cloudflare, Sentry.
o Fintech and Commerce: Square, PayPal, Plaid.

e Customer Support: Intercom.
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This launch list was compelling proof that the MCP had been rapidly adopted behind the
scenes by industry leaders. The collaboration with Cloudflare was particularly symbiotic;
Cloudflare provided a toolkit that greatly simplified the creation of secure remote MCP
servers, reducing development time from weeks to days and accelerating the expansion of
the ecosystem.

This ecosystem is not static. The MCP model fosters a dynamic that resembles a
"decentralized app store" for Al capabilities. Unlike traditional software ecosystems, which
revolve around centralized stores controlled by a single gatekeeper (like Apple's App Store
or Google Play), the MCP ecosystem is inherently distributed. Any company, whether a giant
like Atlassian or a startup, can build and host its own MCP server, effectively publishing the
"skills" of its service on the agentic web. An Al agent, whether it's Anthropic's Claude or a
custom agent built on Google or Microsoft platforms, can then "discover" and dynamically
"consume" these skills simply by connecting to the remote MCP server's URL.

This creates an open and competitive market for Al capabilities, where an agent can combine
tools from dozens of providers in a single workflow to solve a complex problem. This paradigm
represents a fundamental shift in how software value is created and consumed. The strategic
moat for SaaS companies no longer lies solely in their user interface or their data, but in how
effectively they can expose their core functionalities as "tools" to be consumed by a growing
workforce of Al agents.
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3 The Cloud Platform Race: Deploying
Enterprise-Scale Agentic Arsenals

The maturation of the MCP standard and the demonstration of its viability by Anthropic acted
as the starting gun for a new phase of competition among cloud giants. During the second
quarter of 2025, Microsoft and Google, in particular, responded with astonishing speed and
scale, launching comprehensive, production-ready platforms designed specifically for the
development, management, and governance of Al agents at the enterprise level.

3.1 Microsoft Azure: Creating a Governed Digital Workforce

Microsoft's announcements at its Build 2025 conference on May 19 revealed a clear and
coherent corporate strategy: to treat Al agents as first-class citizens within the enterprise IT
ecosystem. Microsoft's vision is not just to provide tools for building agents, but to integrate
them into the same identity, security, and governance frameworks that apply to human
employees.

The key components of this strategy are materialized in the Azure Al Foundry platform:

o Azure Al Foundry Agent Service (General Availability): This is the centerpiece of
Microsoft's offering. It is a fully managed service that allows companies to design,
deploy, and scale production-grade agents, abstracting the complexity of infrastructure
and orchestration. Its "General Availability" (GA) status indicates that it is ready for
production and, according to Microsoft, was already being used by over 10,000
organizations at the time of the announcement, demonstrating significant early

adoption.

The service includes templates, actions, and connectors to over 1,400 enterprise data
sources, such as SharePoint and Microsoft Fabric.

e Microsoft Entra Agent ID: Perhaps the most disruptive innovation, this feature
assigns a unique, first-class identity to each agent created with Microsoft's tools. This
allows IT administrators to apply access controls, permissions, conditional access
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policies, and monitor agent login activity directly from the Microsoft Entra directory, just
as they would for a human user.

This capability directly addresses one of the biggest concerns of large enterprises: the
security and governance of non-human entities acting autonomously.

e Multi-agent Orchestration: The platform now natively supports workflows where
multiple specialized agents can collaborate to solve complex problems. Agents can
call each other as "tools," delegating subtasks efficiently.

This approach is supported by the unification of Microsoft's popular open-source
frameworks, Semantic Kernel and AutoGen.

« Interoperability and Open Standards: Far from creating a walled garden, Azure Al
Foundry explicitly embraces open standards. The platform offers native support for the
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MCP and the emerging Agent-to-Agent (A2A) protocol, ensuring that agents built on
Azure can interact with tools and other agents across different clouds and on-premises

environments.

o Multi-Model Catalog: In a clear demonstration of pragmatism, Microsoft has adopted
a model-agnostic strategy. Its catalog has expanded beyond its deep alliance with
OpenAl to include cutting-edge models from competitors and partners, such as
Anthropic's Claude Code (integrated into GitHub Copilot), xAl's Grok 3, and thousands
of open-source models. This allows developers to select the most suitable and cost-
effective model for each specific task.

The rapid adoption of these services is evidenced by concrete use cases that demonstrate
the tangible value agents are bringing to businesses.

Enterprise Use Cases on Azure Al Foundry
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DocuSign | Software Automating  agreement | Using agents to power the | "Faster and smarter"
management, extracting | "Intelligent Agreement | customer experience.
data, and managing | Management" (IAM)
workflows. platform in real time.

H&R Block | Financial Simplifying tax filing by | Implementing generative | Faster and more

Services extracting data from | Al agents to automate | accurate tax

documents and answering | data extraction and | preparation process.
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questions. customer service.
CarMax Automotive | Manually and slowly | Deploying an Al research | Task completed in
Retail summarizing thousands of | assistant to process and | months instead of
customer reviews for each | summarize reviews at | years.
vehicle. scale.
Medigold Healthcare | Reducing the | Automating repetitive | Improved physician
Health administrative burden on | physician tasks with Al | experience and
doctors  (e.qg., report | agents. optimized processes.

generation) that caused
burnout.

3.2 Google Cloud: Building an Open and Interoperable Agent
Ecosystem

Google's response, presented at its Cloud NEXT 2025 conference in April, was centered on
a different philosophy: empowering developers through an open, flexible, and end-to-end
framework for building complex multi-agent systems. If Microsoft's strategy can be
characterized by top-down governance, Google's focuses on bottom-up innovation, driven by
the developer community and open protocols.

The key components of Google's offering on Vertex Al include:

« Agent Development Kit (ADK): The launch of a new open-source framework
designed to simplify the development of agents and multi-agent systems. It is
significant that ADK is the same framework Google uses internally for products like
Agentspace, which underscores its robustness and production-readiness. The ADK is
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model-agnostic, offering native support for Google's Gemini models, Anthropic's
Claude family, and many others through an integration with LiteLLM.

o Vertex Al Agent Engine: This is the fully managed, scalable, and enterprise-grade
execution environment for deploying agents built with the ADK or other frameworks. It
provides the critical path from local prototype to global production.

« Agent2Agent (A2A) Protocol: Google has gone a step beyond agent-tool
interoperability (covered by MCP) to propose a new open standard for agent-agent
interoperability. The A2A protocol is designed to allow agents from different providers
and built with different frameworks to communicate with each other to collaborate on
complex tasks. While MCP connects an agent to its tools, A2A connects an agent to
other agents, enabling much more sophisticated delegated and collaborative
workflows. Google announced a coalition of over 50 partners supporting the protocol,
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including names like Atlassian, Salesforce, and ServiceNow, indicating strong initial

momentum.

« Availability of Anthropic Models: Google Cloud has aggressively highlighted the
availability of the full suite of Anthropic models (including the latest versions like Claude
Opus 4 and Claude 3.7 Sonnet) on its Vertex Al platform. The documentation explicitly
positions these models as ideal for agentic tasks, such as advanced coding and long-
duration workflows. This promotion reinforces both its open, multi-model strategy and
its deep strategic and financial alliance with Anthropic.

o Agent Starter Pack: To further accelerate development, Google has launched a
collection of production-ready agent templates on Google Cloud. These "starter packs"
provide code and architecture for common patterns like Retrieval-Augmented
Generation (RAG), multi-agent systems, and integration with live APIs.

3.3 The Support Ecosystem: Critical Enablers

The rise of agents doesn't just depend on the cloud giants. A "middle layer" of critical software
companies is rapidly adopting the MCP to become indispensable tools within this new
ecosystem.
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e Atlassian: In the second quarter of 2025, Atlassian launched its Rovo Dev Agent and a
remote MCP server for Jira and Confluence. This move is strategically vital, as it allows any
MCP-compatible agent (like Anthropic's Claude) to securely access and manipulate data within
the Atlassian ecosystem, a central workflow for millions of developers and product teams
worldwide. The Rovo Dev agent, accessible even through a command-line interface (CLI), can
use the MCP server to connect to external data sources and enrich its context, completing
software development tasks from start to finish. Atlassian is a paradigmatic example of a SaaS
leader embracing the MCP standard to transform its platform into an indispensable "tool" for
the emerging Al workforce.

o Databricks: Similarly, Databricks has integrated support for MCP directly into its data and Al
platform. This allows developers to host MCP servers on Databricks and connect their agents
directly to the functions, data, and models managed on the platform. This move closes the gap
between the world of Al agents and vast enterprise data repositories (data lakes), allowing
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agents to reason and act on an organization's most valuable data.

The following comparative table summarizes the philosophies and offerings of the two main
cloud platforms, providing a framework for strategic decision-making.

Comparison of Agent Creation Platforms: Azure Al Foundry vs. Google Vertex Al Agent

The Al Platform is the Strategy

Builder
Feature | | Microsoft Azure Al | Google Cloud Vertex | Strategic Analysis
Philosophy Foundry Al Agent Builder
Main Philosophy | Enterprise Flexibility and Open | Microsoft focuses on integration with
Governance and | Ecosystem for | existing IT systems to win the trust of
Security ("Digital | Developers ClOs. Google focuses on the
Workforce") developer community to win adoption
from the ground up.
Main Framework | Azure Al Foundry | Agent Development | Azure integrates its popular open-
SDK (unifying | Kit  (ADK) (Open | source projects. Google launches a
Semantic Kernel and | Source) new open-source framework from

Identity
Management

AutoGen)

Microsoft Entra
Agent ID (First-class

identity)

No direct equivalent;
relies on GCP's IAM
controls.

scratch, used internally.

Microsoft's advantage is its dominance
in enterprise identity, a key
differentiator for adoption in large

corporations.
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Interoperability
(Agent-Tool)

Native support for
Model Context
Protocol (MCP)

Native
Model Context
Protocol (MCP)

support  for

Both recognize MCP as the de facto

standard, ensuring ecosystem

interoperability.

Interoperability Support for | Main driver of the | Google leads here, proposing a new
(Agent-Agent) Agent2Agent (A2A) | Agent2Agent  (A2A) | standard for collaboration between
Protocol Protocol agents, which Microsoft has also
adopted.
Model Catalog with >1,900 | Vertex Al Model | Both platforms are aggressively multi-
Availability models (OpenAl, | Garden with >200 | model, recognizing that there will not
Anthropic, xAl, etc.) | models (Google, | be a single "model to rule them all."
Anthropic, Meta, etc.)
Path to | Azure Al Foundry | Vertex Al Agent | Both offer a managed and scalable
Production Agent Service (GA) | Engine execution environment for
deployment.
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4 The Open-Source Ecosystem:
Democratization and Community-Driven

Innovation

While the cloud giants are building the infrastructure "highways" for agentic Al, the open-
source community is designing and manufacturing the innovative "vehicles" that travel on
them. The ecosystem of open-source agent frameworks has been a fundamental engine of
innovation, establishing design patterns, democratizing access to the technology, and
creating a vast global talent pool.
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4.1 Analysis of Key Frameworks

Several open-source frameworks have reached critical mass in 2025, becoming de facto
standards for agent development:

« LangChain / LangGraph: LangChain established itself as the fundamental toolkit for
building applications with LLMs, providing abstractions for chaining prompts,
integrating tools, and managing memory. Its most recent extension, LangGraph, has
been specifically designed to create stateful agents and complex control flows
(including cycles), which is essential for sophisticated multi-agent systems. lIts
enterprise adoption has been massive, with notable success stories like Klarna, which
used it to reduce resolution time in its customer service by 80%.

e Microsoft AutoGen: This open-source framework from Microsoft Research
specializes in orchestrating conversations between multiple agents. Its event-based
architecture allows for modeling complex collaborative interactions, where different
specialized agents dialogue to solve a problem. The native integration of AutoGen into
Azure Al Foundry demonstrates a clear path from success in the open-source
community to becoming a core component of an enterprise product.
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o CrewAl: This framework has gained immense popularity due to its simplicity and its

& intuitive role-based approach. In CrewAl, developers define a "crew" of agents (e.g., a
g "Researcher," a "Writer," and a "Critic") and assign them a collaborative task. Its ease
Q of use and rapid deployment have made it extremely popular for automating workflows
'..% in areas like marketing and customer service. Its impact is such that 40% of Fortune
§ 500 companies are reportedly already using it.

< « Other Notable Projects: The diversity of the ecosystem is reflected in other influential
é’ projects. AutoGPT was one of the pioneers in demonstrating the potential of fully
|\_ autonomous agents. Platforms like Dify and n8n are bringing the power of agents to
Ay non-technical users through visual low-code and no-code interfaces, further expanding
E) the reach of the agentic revolution.

é The following comparative matrix offers a quick reference guide for navigating this vibrant

landscape.

Comparative Matrix of Open Source Agent Frameworks

Annex B. The Agentic Bloom

Framework = GitHub Monthly Architecture / Focus Ideal For
Stars (Jun = Downloads
'25) (Approx.)
LangGraph ~12k ~4.2M Stateful agent orchestration Robust enterprise
(cyclic graphs). applications requiring
memory and control.
AutoGen ~44k ~250k Event-based multi-agent = Simulation of complex
conversations. collaboration, research, data
science workflows.

>
(@)]
_|G_), CrewAl ~31k ~1M Lightweight role-based Rapid deployment of agent
E orchestration (researcher, teams for specific tasks
D . .
7)) writer, etc.). (marketing, support).
o
_E Google ~8k ~107k Modular, component-based, Organizations heavily
7)) ADK with native integration into invested in the Google Cloud
E Google Cloud. ecosystem.
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Dify ~94k ~3.3M Visual low-code platform. Rapid prototyping by non-
technical users and business
teams.

Far from being a zero-sum competition, the relationship between open source and enterprise
platforms has created a powerful symbiotic feedback loop. Open-source frameworks, like
LangChain and CrewAl, gain massive traction in the developer community, establishing de
facto standards and architectural patterns.

This, in turn, creates a large talent pool familiar with these tools. The major cloud platforms,
like Azure and Google Cloud, recognize this dynamic and incorporate native support for these
frameworks into their enterprise offerings. By doing so, they facilitate the adoption of their
platforms by companies, which can leverage existing open-source talent and codebases.

In turn, enterprise adoption legitimizes and further accelerates the development of the open-
source ecosystem. In this model, open source drives innovation and builds the talent pipeline,
while enterprise platforms provide the governance, scalability, and funding that consolidate it
in the market.
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5 Evidence of Mass Adoption: Impact
Metrics and Market Consequences

The claim of "mass adoption" of Al agents is not hyperbole, but a reality backed by
increasingly solid quantitative and qualitative data. The market is not only growing, but it is
generating a tangible and measurable return on investment across a wide range of industries.

5.1 Quantifying Growth

Market projections reflect an explosive growth trajectory. Various analyses estimate that the
global Al agent market, valued at approximately $5-7 billion in 2024-2025, will soar to between
$47 and $103 billion by 2030-2032. This implies an astonishing Compound Annual Growth
Rate (CAGR) of approximately 45%, one of the highest in any technology sector.

Enterprise adoption rates corroborate this trend. By 2025, 85% of big companies are expected
to be using or planning to use some form of Al, with 57% having already implemented agents
in the last two years. This adoption is not limited to tech giants; it extends across sectors such
as retail, finance, healthcare, and manufacturing.

The impact on productivity and ROI is equally impressive and provides the economic
justification for this rapid adoption:

« Development Efficiency: Programmers using Al agents report completing their tasks
126% faster.

« Employee Productivity: Knowledge workers using Al assistants experience
productivity increases of between 14% and 33%.

« Process Optimization: Retail giant Kroger has used Al models to reduce checkout
wait times by 50%.

« Cost Reduction and Rapid ROI: Companies report savings of up to 30% in customer
service costs. Significantly, seven out of ten companies recover their investment in Al
agent technology in less than 12 months, an extremely fast ROI cycle that drives
further investment.
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5.2 The Double-Edged Sword of Autonomy: Emerging Risks and
Societal Challenges

However, this dizzying evolution is not without its challenges. The growing autonomy and
power of Al agents have introduced a new set of risks and have intensified the social and
regulatory debate.

« New Attack Vectors: Security is a primary concern. Cybersecurity researchers have
demonstrated the feasibility of attacks called "Living off Al." In a proof-of-concept, they
exploited an MCP server of Atlassian's Jira service through a prompt injection to
perform malicious actions.

This type of attack is particularly dangerous because it uses the agent's own logic and
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tools against it. Furthermore, the proliferation of open-source models, while fostering
innovation, has also been exploited by malicious actors.

Malicious Al variants like "WormGPT," based on models such as Grok and Mixtral,
have been detected and are used to automate the creation of highly sophisticated and
personalized malware and phishing campaigns.

o Ethical and Regulatory Challenges: Rapid adoption is occurring in a context of
growing social scrutiny.

o The Wikipedia editor community has expressed strong opposition to the use of
Al-generated content in the encyclopedia, arguing that it often lacks the proper
accuracy, tone, and citations, undermining the platform's editorial standards.

o In the corporate sphere, Apple is facing a class-action lawsuit from
shareholders alleging that the company exaggerated its progress and
capabilities in Al, illustrating the growing legal scrutiny over how companies
communicate their technological advancements.

o Governments are also taking action. The US FDA has launched its own internal
Al tool, called "INTACT," to modernize its regulatory and risk analysis
processes. While this demonstrates government adoption, it also raises new
questions about the oversight of automated decisions in critical agencies.
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o The conversation has even reached the highest ethical and moral spheres. At
an Al ethics summit, Pope Leo XIV warned about the impact of Al on the
development of young people and urged developers to integrate human dignity
into the core of Al design, stressing that access to data should not be confused
with wisdom.

These challenges demonstrate that the agentic revolution is not purely technological; it is a
complex socio-technical phenomenon that requires a balanced approach that fosters
innovation while actively mitigating emerging risks.
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By César Zea
Fractional CTO & Al Advisor
https://www.cesarzea.com/

More contributions at https://www.cesarzea.com/home/contributions/
Contact: https://www.linkedin.com/in/cesarzea
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